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Abstract

We present a way to modularize multi-party computation protocols that use
the player-elimination technique ([HMPOO]) by introducing player-elimination
modules. Such modules can be composed sequentially in general and often an
efficient parallel self-composition is possible. Player-elimination modules can be
used to compose protocols for the information-theoretical model that provide
maximal security, i.e., active corruption of up to ¢t < n/3 of the n players, or,
assuming broadcast channels are available, up to ¢ < n/2.

In the second part, we present an efficient, secure multi-party computation
protocol for the secure-channels model with broadcast for ¢ < n/2. The commu-
nication complexity for evaluating a function is O(n?) field elements per multi-
plication and a number of invocations of the broadcast primitive that depends
only on the number of inputs and number of players. The presented protocol
combines techniques from [CDD*99] and [HMO1]. For the specification of the
protocol, we make extensive use of the previously introduced player-elimination
modules.
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Chapter 1

Introduction

Secure multi-party computation (MPC) allows a set of players to perform some
computation even if they do not trust each other. MPC can be seen as gener-
alization of multi-party problems like joint coin flipping or anonymous secure
electronic voting. In its general version, it allows the players to compute an
arbitrary agreed function. Thereby, each player gives an input to the function
and wants to keep his input secret. This means that, during the execution of the
MPC, the other players should gain not more information about the input than
what the function output reveals to them. All players must learn the output of
the function and the computation has to be correct even if some players deviate
from the protocol.

The concept of general secure MPC was introduced by Yao in the year
1982 [Ya082]. Since then, it has attracted many researchers and has generated
a large body of literature. Solutions to this problem have been given in various
models. Major characteristics of the model are the type of the adversary, which
tries to interfere the computation or to gain information about the players’ secret
inputs, and the type of channels that are available to the players to communicate
with each other.

1.1 Models and Definitions

1.1.1 Adversary Models

We assume the presence of a central adversary which can corrupt some of the
players involved in the MPC. Such a corruption can be either passive or ac-
tive. A passively corrupted player still sticks to the protocol which specifies the
communication between the players but reveals all his available information to
the adversary. Hence, the adversary can pool the information of all corrupted
players to try to gain information about the secrets of the non-corrupted (we
call them honest) players. If the adversary corrupts a player actively, it learns
not only all his values but can also control which values the player sends in the
on-going computation.

The possible sets of players which the adversary can corrupt is described by
the so-called adversary structure. The adversary structure is a set of subsets of
the player set out of which the adversary can freely choose one set and corrupt
all the players in this set. The players do not get informed about the adversary’s
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choice. See [HM97] for a formal definition of the adversary structure. The most
common adversary structure is the threshold structure, which means that there
is some threshold parameter ¢ and the adversary can corrupt any set of players
as long as the size of the set does not exceed t. While a static adversary has
to choose the set of corrupted players at the beginning of the computation, an
adaptive adversary can corrupt further players during the protocol execution,
as long as the total set of corrupted players stays admissible.

Furthermore, the adversary can either have polynomially bounded (crypto-
graphic model) or unbounded (information theoretical model) computational
resources.

1.1.2 Communication Models

The players are pairwise connected by synchronous, reliable communication
channels (see [Can01] for a definition of synchronous channels). In the context of
a computationally unbounded adversary, we consider the secure-channels model,
i.e., all communication channels are perfectly secure. Additionally, broadcast
channels can be available, which ensure that when a player sends a value to a
broadcast channel, all players receive the same value.

1.2 Previous Work

In the year 1987, Goldreich, Micali and Wigderson presented the first general so-
lution to the MPC-problem for the cryptographic model and active corruption of
up to t < n/2 out of n players [GMW8T]. Later, information theoretically secure
MPC protocols were presented for ¢ < n/3 by Ben-Or, Goldwasser, Wigderson
and by Chaum, Crépeau, Damgard [BGW88, CCD88|. Presuming the availabil-
ity of broadcast channels, information theoretically secure protocols that allow
the active corruption of ¢ < n/2 players were given by Rabin and Ben-Or and
by Beaver [RB89, Bea9l].

In the last years, the efficiency of MPC-protocols has successively been
improved. For the information theoretically secure model, Hirt and Maurer
showed that for active corruption of ¢ < n/3 the same communication complex-
ity, O(n?k) bits per multiplication, as in the best known passive protocol for
t < m/2 is possible, where x denotes the security parameter [HMO1]. For the
cryptographic model, the most efficient protocols known today communicate
O(nk) and O(n%k) bits ber multiplication for a passive and active adversary,
respectively [HNO4]. The core technique which lead in these models to effi-
cient MPC protocols was the so-called player-elimination (PE), introduced in
[HMPOO].

In the secure-channels model with broadcast and active corruption of up to
t < n/2 players, however, the most efficient protocol so far was the one pre-
sented in [CDDT99] which requires to broadcast Q(n°k) bits per multiplication
(and additionally a number of bits in the same order is sent over the pairwise
channels).
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1.3 Contribution

A thorough study of the player-elimination technique has been performed to
find a way to apply this technique to MPC in the secure-channels model with
broadcast. We introduce the definition of PE-modules, which are building blocks
that can be composed to build complex MPC-protocols. Using this concept, we
present a protocol that consequently uses player-elimination and gains efficiency
by reducing the number of broadcasted bits dramatically. We prove the upper
bound of O(nk) bits per multiplication sent over the private channels and
O(n3nyk + n?k) bits broadcast (where ny is the number of function inputs) to
perform secure MPC in the secure-channels model with broadcast and active
corruption of ¢ < n/2 players.

1.4 Notation

In the subsequent Chapters, we will present numerous n-player protocols. To
make the notation of the protocols easier, we use the following conventions:

e Whenever a player receives no or an invalid value during the execution
of a protocol, he uses a default value instead. E.g., when he receives
a polynomial of too high degree he chooses the constant 0-polynomial
instead.

e We will assign the indices 1, ..., n to the n players, i.e., the player set P is
{P1,...,P,}. When we consider subsets P’ € P, we assume without loss
of generality that the players in P’ are always indexed from 1 to n’ = |P’|,
ie,, P’ ={P1,...,Py}. This can always be achieved by renumbering the
player indices.

e Our computations are performed in some Galois field K, where we require
that the size of the field is at least by one larger than the number of
players, i.e., |[K| > n + 1. We assume that the players can efficiently
compute multiplicative inverses of field elements and that there exists an
efficient computable injective mapping of the numbers {0,...,n} to field
elements in K where 0 maps to the neutral element of the field’s addition.

e When we use a binary variable b, we consider b = 1 as Boolean state true
and b = 0 as false. Consequently, we perform the Boolean operations
AND (“A”) and OR (“V”) on binary variables.

e We will use Lagrange interpolation to reconstruct polynomials from data
points. When we say that we reconstruct a polynomial from the values
Y1,---,Yk, this means to interpret each y; € {y1,...,yx} as the point
(4,yi)- So, we look for the polynomial p(x) of smallest degree that satisfies
the condition p(i) = y; Vi € {1,...,k}. This polynomial is uniquely
defined and can be found using Lagrange interpolation [Sha79].

To describe communication complexities, we use the following notation: We say
that f(z) = O(g(x)) if

de1,e0>0: Vn>0: f(n) <cign)+ce
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and that f(z) = Q(g(z)) if
de,ng >0: Vn>ng: f(n) >cg(n)

To distinguish between the number of bits that are sent over the pairwise chan-
nels and the number of bits that the players have to broadcast, we denote the
costs for broadcasting a k-bit message with BC(k).

1.5 Overview

In the next Chapter, we will recapitulate the technique of player-elimination and
define what a PE-module is. Then, we will use this definition to present solutions
to the MPC problems signing values (Chapter 3) and secret sharing (Chapter 4).
We will use the resulting protocols in Chapter 5 to present an efficient secure
general MPC-protocol for the secure-channels model with broadcast. In the
last Chapter, a summary of the thesis’ results is given and we discuss possible
feature work.



Chapter 2

Player-Elimination

In this Chapter, we present the technique of player-elimination in multi-party
computation protocols. Throughout the Chapter, we will consider an active,
adaptive threshold adversary which can corrupt at most ¢ out of n players.

Player-elimination is a technique to reduce the message complexity of MPC-
protocols. Hirt et al. describe in [HMPO0] a framework for efficient resilient
protocols where they present the general procedure to take advantage of the
player-elimination technique. We will repeat the structure introduced by them
and extend it with the definition of modules, which allow a finer structuring and
modularization of multi-party computation protocols.

Protocols secure against an active adversary generally have a higher com-
munication complexity than their private, non-resilient counterparts, because
expensive checks and fault-recovery steps are necessary to ensure that the out-
put is correct even if a corrupted player deviates from the protocol. Player-
elimination reduces the number of fault-recoveries that must be performed in
the worst case: Whenever a deviation of the protocol is detected, a set of players
with a certain number of corrupted players and possibly some honest players
is localized and all players of the given set are eliminated. I.e., the eliminated
players will not take part in the on-going computation. Fault-recovery is then
done by repeating the part of the protocol where the fault was detected. As
always at least one corrupted player is eliminated before the fault-recovery, the
number of repetitions is bounded by the maximal number of corrupted players.
Because we know that fault-recovery will occur infrequently, and it is simply
done by repeating part of the protocol, the frequency of the consistency checks
can be reduced as well. However, we will have to ensure that delaying the
fault-detection will not threaten the security of the protocol.

Following the framework for efficient resilient protocols [HMPO00] we divide
a protocol into segments of about equal communication complexities.

Definition 1 (Player-Elimination MPC-Protocol). A player-elimination
multi-party protocol consists of the initialization I followed by k computation
segments followed by the output segment O:

[Z,S1,...,Sk O]

In the initialization, the set of non-eliminated players P’ is made to contain all
n players: P’ =P = {Py,...,P,}, ' =n, t' =t. Each computation segment
consists of the following steps:
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1. Private computation. The current segment of the protocol is computed.
The computation must be verifiable, but not robust. This means, that at
the end, it must be possible to check whether any faults occurred or not.
But if faults occurred, the output is allowed to be incorrect. Furthermore,
secrecy must be preserved even if players deviate from the protocol.

2. Fault detection. The goal of fault detection is to reach agreement on
whether or not a fault occurred during the current segment. The following
Steps 3 to 5 are performed only if a fault is detected.

3. Fault localization. The purpose of fault localization is to find a set
S € P of size |S| = p guaranteed to contain at least r corrupted players
and that the (honest) players agree on S.

4. Player elimination. The players in S are eliminated from P’ and the
further computation is performed without them. (Eliminated players may
still send and receive messages to give input and receive output but will
never be allowed to complain about a misbehavior of some player again.)
In general, the protocol cannot be continued immediately, but it must be
transformed to capture the new setting with n’ — p players and at most
t' — r corrupted players.

5. Fault correction. Fault-recovery is done by repeating the current seg-
ment with the new setting.

The number and size of the segments is optimally chosen such that the fault
detections and the overhead of the (up to t) repetitions do not dominate the
total complexity of the protocol. Let k be the number of segments and ¢ the
total communication complexity of the private protocol. If all segments are of
equal size O(c/k) then the cost of the repetitions is O(tc¢/k). Therefore if we
choose k = Q(t) and polynomial in n, the number of fault detection steps is
independent of ¢ and the cost for correcting faults by repeating segments is

O(c).

2.1 PE-Modules

We introduce the concept of modules, which allow a further structuring of
player-elimination protocols. A player-elimination module is a collection of pro-
tocols that stands for itself and can be used in the player-elimination framework
to compose more complex protocols, similar to procedures of computer lan-
guages. A player-elimination module aims to compute the same as some given
distributed, non-resilient protocol. It uses the techniques of player-elimination
to provide resilience against active misbehavior of some players and be efficient
in terms of communication complexity at the same.

Definition 2 (PE-Module). A PE-module (§,7)-secure against an active
adaptive t-threshold adversary which provides resilience for a given private n-
player protocol 7 is a collection of three n-player protocols [PC, WFD, FL]. These
three protocols are parameterized by the set of non-eliminated players P’. Only
players in P’ do the actual computation. Players not in P’ may interact during
PC but only in such a way that it cannot tamper the security of the protocol.
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The protocols are non-deterministic: Each player has access to a random source
which provides uniformly random bits. PC, WFD and FL have the following
input and output:

PC (Private Computation) Protocol with input x; for each player P; € P.
At the end of the protocol, each player P; € P has a string y; as output and each
player P; € P’ has possibly some additional auxiliary string z;. We say that the
computation has been correct if the output of PC has the same characteristics
as in the private protocol .

WFD (Weak Fault Detection) Protocol with input z;, y; and z; for player
P, € P'. P;’s output of the protocol is the bit b; and possibly some auxiliary
string z;, where b; = 1 indicates that player P; has detected an inconsistency in
the inputs, b; = 0 that this has not occurred.

FL (Fault Localization) Protocol with input x;,y;, b;, 2;, Z; and index v of
some player P, € P’ (who we call complaining player) for each player P; € P’
and output a pair! of players S C P’ (known to all players in P).

We consider the execution of PC(x) on some module input x = [z1,..., 2]
followed by WFD(PC(x)) and, if thereby exists an index j with b; = 1, also
FL(WFD(PC(x)),j). The protocols have to ensure the following properties irre-
spectively of the behavior of the adversary:

e Secrecy: PC must preserve secrecy except with probability v and WFD
must always preserve secrecy. l.e., the adversary must not get any infor-
mation that a passive adversary in the private protocol could not get as
well.

o Verifiability: If PC has incorrect computation then with probability at
least 1 — ¢ all players honest during WFD output the bit 1.

e Completeness: If no player is corrupted during PC then the output of PC
must be correct. Furthermore, if also no player is corrupted during WFD
then all players must output the bit 0 in WFD.

e Blame assigning: If FL gets executed, i.e., there is at least one bit b, =1
(so player P, complains), then with probability at least 1 — § the output
pair of FL contains at least one corrupted player.

Note that we do not require the protocol FL to preserve the secrecy of the
module input. This is an additional property which most module will satisfy.

Definition 3. A player-elimination module has secrecy-preserving fault local-
ization if during the execution of its protocol FL the adversary gets no further
information about the players’ module inputs or outputs.

If some module does not have secrecy-preserving fault localization however, it
is the duty of the module user to make sure that the resulting overall protocol
preserves secrecy even if the protocol FL opens some of the module inputs or
outputs.

IDepending on the communication model, it might also be meaningful to allow larger sets
of players. However, all protocols known to us which make use of player-elimination always
eliminate pairs of players.
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The auxiliary strings z; and Zz;, that player P; computes, are used during
the weak fault detection and fault localization, but are discarded once these
protocols have finished. An honest player can output 1 in the WFD even though
the computation has been correct. This can happen when a corrupted player
tells an honest player that he detected an inconsistency even though this is not
true.

2.2 Segment as Module

Using the definition of modules, we can define a segment of a protocol in the PE-
framework by specifying the main module [PC, WFD, FL] and the transformation
protocol Trans. The main module must have secrecy-preserving fault localization
as defined above. The execution of the individual segment steps works then as
following:

1. Private computation. The protocol PC is executed on segment input
[X1,. .., Zn].

2. Fault detection. The protocol WFED is executed on the output of PC.
Each player P; € P’ broadcasts his output bit b; of WFD. The following
Steps 3 to 5 are executed if and only if at least one of the bits is non-zero.

3. Fault localization. Let v € {1,...,n'} be the smallest index such that
b, is non-zero. The protocol FL is executed on the output of PC and
WEFD and with complaining player P, resulting in the player set S.

4. Player elimination. The players in S are eliminated: P’ «— P\S,
n' < n' —2,t «— t — 1. The protocol Trans is executed to capture the
new setting.

5. Fault correction. The possibly incorrect values are discarded and the
current segment of the protocol is repeated with the same inputs.

The protocol Trans is generally needed to do the transformation from the old
setting to the new one with fewer players. For example, values that are secret-
shared among the old set of players may have to be converted to be a proper
sharing among the new set of players.

2.3 Sequential Composition

As mentioned earlier, we want to use PE-modules as building blocks for larger
protocols. Therefore, it is important that a PE-module itself can invoke other
modules, so-called sub-modules. Care must be taken not to violate the secrecy
of the super-modules thereby.

Let us consider the following situation: We want to compose two modules
Subl [PCSub17WFDSub17 FLSubl] and Sub2 [PCsubg,WFDSubg, FLSubg] sequen-
tially, that is, the input of Sub2 depends on the output of Subl, to get a new
PE-module Super. We will describe how this can be achieved. It is sufficient
to only consider the composition of two sub-modules as the composition of an
arbitrary number of sub-modules can be realized as iterated composition of two
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sub-modules. Furthermore, any additional computation that we might want to
perform in module Super can be wrapped in a separate sub-module.

The weak fault detection of module Super must invoke the weak fault detec-
tion of both sub-modules to verify the correctness of their outputs. Furthermore,
in the protocol FLgyper, it must be ensured that the players find out where the
first inconsistency occurred before trying to localize a set of corrupted players,
because an incorrect output of sub-protocol Subl can cause inconsistencies in
the computation of the honest players in Sub2.

In general, the secrecy of PCg,p2 depends on the correctness of the execution
of protocol PCgyp1- Therefore, WFD g1 has to be executed immediately after
PCsup1 (or at the latest before the output of PCgyp1 is used in further compu-
tations). Additionally, it must be ensured that when an honest players detects
an inconsistency, all honest players continue the computation with dummy val-
ues as the inconsistent state could reveal information about the secrets if the
players continued the computation with the real values. This can be achieved
as outlined in the following protocols of module Super.

Module Super. This PE-module is a collection of protocols [PCsuper,
WFDguper, FLsuper] which sequentially composes the sub-modules Subl and
Sub2 .

Protocol PCgyper
1. The players execute the protocol PCgyp1-

2. The players execute the protocol WFDg,p1 to check whether the output
of PCgyp1 is correct and each P; € P’ player sends his output bit b; of the
protocol to all players in P’.

3. If a player P; gets informed about an inconsistency, i.e., he receives some
bit b, = 1 from player P,, he sets the bit bgl) = 1 and memorizes the index
v. If P; detected the inconsistency himself, he “informs” himself, i.e., sets
bl(.l) = 1 and v = ¢. In either case, P;, “aborts” the computation then in
the following way: Instead of further computing the values according to
the protocol, he sends random values whenever the protocol tells him to
send some value to an other player. On the other hand, if P; does not get

informed about any inconsistency he sets bl(.l) =0.
4. The players execute the protocol PCgype.

Out: For each player P; € P’, bgl), and if bl(,l) = 1 also index v, belong to the
auxiliary values.

Protocol WFDgyper

1. The players execute the protocol WFDgyp2 to check whether the output
of PCgyp2 is correct. Let the output bit of the protocol be bgz) for each

player P; € P’.

2. Player P; € P’ outputs b; = bl(.l) \Y bl(.z) where bgl) is the bit computed
during PCsyper-
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Protocol FLgyper Let P, be the complaining player.

1. Each player P; € P’ broadcasts the smallest index &k € {1, 2} with bgk) =1
or L if there is no such index. The players choose the index v’ of the
player who broadcasted the smallest value k. (If all players broadcasted
1 then P, is certainly corrupted as he is suddenly not complaining about
an inconsistency any more and S = {P,}).

2. P, broadcasts the index v” of the player P,» who has informed him
about the inconsistency. Player P, then either accepts or rejects this by
broadcast. If he accepts, the players continue with protocol FLgqpr and
complaining player P,. Otherwise, P,, and P, are disagreeing about the
existence of an inconsistency and the output of FLgyper is S = { Py, Py }.

Lemma 1. Assuming sub-module Subl and Sub2 satisfy Definition 2 for PE-
modules with security parameters (91,71) and (02,72), then module Super sat-
isfies the definition as well, with §' = max{d1,d2} and v = 1 + max{vs,d1}.
Furthermore, if both sub-modules have secrecy-preserving fault localization, then
module Super has this property as well.

Proof. Secrecy: The probability that the secrecy is violated during PCgyp1 is at
most 1 and, if the input of PCgyp2 is correct, secrecy is violated during PCgyp2
with probability at most 72, resulting in the probability at most v; + 2 that
either of this happens. On the other side, if the output of PCgy1 is incorrect —
and therefore the input of PCgyp2 incorrect — this gets detected with probability
at least 1 — d; and during the execution PCgyp2 the secrecy cannot be violated
then, as all honest players execute the protocol dummy values. So, in this case,
the probability that the secrecy is violated by the executing PCgyper is at most
Y1 + 01. WFDgyper always preserves secrecy by the assumption that WFD g2
does this. Clearly, when FLg,51 and FLgype reveal no further information about
the secrets to the adversary, FLgsyper does this neither.

Verifiability: If the adversary tries to manipulate the output of PCgyp1 this
will be detected with probability at least 1 — d; by the execution of WFDgp1.
Otherwise, if the adversary tries to cheat in PCgypo this is detected by the
execution of WFDg,52 with probability at least 1 — &5, resulting in an overall
probability at most max{d1, 2} for WFDgyper to overlook an incorrect output.

Completeness: Follows from the completeness of the sub-modules.

Blame assigning: By inspecting the protocols, we see that if FLgy,p1 or FLgyp2
is invoked, this always happens for the first inconsistency detected and with a
complaining player that actually detected an inconsistency, so the blame as-
signing follows from the properties of the sub-modules. Otherwise, if FLgyper
outputs S = {P,, P,»}, P, or P,» must be corrupted as either P, untruly
claims that he got informed by P,» about an inconsistency or P, disputes an
inconsistency previously reported to P, . O

2.4 Parallel Composition

Often, we want to execute the same protocol on different inputs in parallel, i.e.,
the input of each run does not depend on the output of the other runs. In this
case, it is likely that the weak fault detection can be performed more efficient
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for all executions at once than for each one individually. Therefore, we give a
separate definition for a player-elimination module whose weak fault detection
can be executed after an arbitrary number of private protocol executions.

Following definition describes the parallel self-composition of a PE-module
with merged weak fault detection.

Definition 4 (Parallel PE-Module). A parallel player-elimination module
(0,7 )-secure against an active adaptive t-threshold adversary which provides
resilience for a given private n-player protocol 7 is a collection of three n-player
protocols [PC, WFD™, FL™]. Protocols WFD™ and FL™ are executed (if at all)
once after m parallel executions of PC. Protocol PC has the same input and
output as in the non-parallel version, protocols WFD™ and FL™ are modified as
following:

WFD™ (Weak Fault Detection) Protocol with input mgl), . ,xgm), yl(l), el
yfm) and zi(l), cee zi(m) for player P; € P’. P;’s output of the protocol is the bit
b; and possibly some auxiliary string z; where b; = 1 indicates that player P;

has detected an inconsistency in the inputs, b; = 0 that this has not occurred.

FL™ (Fault Localization) Protocol with input 331(.1), ... ,a:z(.m), ygl), . yl(m),
b;, zfl), e zfm), z; and index v of some player P, € P’ (who we call complaining
player) for each player P; € P’ and output a pair of players S C P’ (known to
all players in P).

We consider the parallel execution of PC(x(¥)) on k inputs x(*) = [xgk), 2,
k = 1...m, followed by the merged weak fault detection WFD™(PC(x(1), ...,
PC(x(™)) and, in the case that thereby exists an index j with b; = 1, also
FL™(WFD™(PC(x(M),..., PC(x(™)),5). As in the non-parallel version, the
protocols have to ensure the properties secrecy, verifiability and blame assigning
irrespectively of the behavior of the adversary. Thereby, the verifiability means
to detect incorrect computation in any of the private computations with the

probability 1 — 4.
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Chapter 3

IC-Signatures

In this Chapter, we specify protocols that allow players to create information
theoretically secure signatures in a multi-player setting. As we want to use them
in our PE-framework, we will present them as PE-modules.

3.1 Information Checking (IC)

Information checking is an information theoretically secure method for authenti-
cating data ([CDD'99]). An IC-scheme is a collection of two protocols DistVal
and RevealVal which describe the communication between the dealer P;, the
proofer P, and the verifier P,. In DistVal the dealer hands some secret to P,
and some auxiliary data to both P, and P,. Players P, and P, then verify the
consistency of this auxiliary data. The purpose of protocol RevealVal is that
player P, can proof to P, that he correctly opens the secret that P; has sent
him before — even if P; has been corrupted in DistVal.

The two protocols RevealVal and DistVal must have the following properties
correctness and secrecy where § is the security parameter.

Correctness:

1. If P4, P, and P, are honest, and Py has secret s, then P, will accept s in
RevealVal.

2. If P, and P, are honest, then after DistVal, P, knows a value s such that
P, will accept s in RevealVal (except with probability 0).

3. If P; and P, are honest, then in RevealVal, player P, will reject every
value s’ different from s with probability at least 1 — 4.

Secrecy: 1f Py and P, are honest and before RevealVal has been initiated, P,
has no information about the secret s.

3.2 1IC in the PE-Framework

To integrate the idea of an IC-scheme into the player-elimination framework, i.e.
to create PE-modules, we drop the robustness of DistVal and allow this protocol
to fail. So, the players execute a fault detection protocol at the end of DistVal
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to check whether the distribution of the shares and auxiliary values succeeded
or not. If an inconsistency is detected thereby, the players abort and a set of
two players with at least one of them being corrupted is localized. If the check
succeeds, however, the same properties as in a robust IC-scheme hold.

Summarizing, this means that the correctness will only hold when the fault
localization detects no inconsistencies but the player-elimination IC-scheme ad-
ditionally has the following properties (which we already know from the defini-
tion of PE-modules and are adapted to the IC-scheme here):

Verifiability: 1f Py tries to distribute inconsistent auxiliary data, then honest
players P, and P, will detect this during the fault detection with probability at
least 1 — 4.

Completeness: If no player is corrupted then correctness is satisfied and the
fault detection always succeeds.

Blame assigning: If the fault detection finds some inconsistency then there is a
fault localization protocol which outputs a set of two players with at least one
of them being corrupted.

We specify protocols to perform information checking in the PE-framework.
Thereby, Py, P, and P, are players of the set P’. All computations are done in
some Galois field K = GF(q).

The idea behind the construction is that P; chooses a random line which
interpolates the secret at position 0. The dealer hands two points on the line
to P, and one point on the line to P, at some position o unknown to P,
(Figure 3.1). Like this, P, gets no information about the secret but receives
some verification value which is unknown to F.

Figure 3.1: Hlustration of IC-checking.

Definition 5. A tuple [z,y, 2] € K3 is 1,-consistent if there exists a degree-1
polynomial p over K such that p(0) = z, p(1) = y and p(«a) = z.

Module ICDistVal. This PE-module is a collection of protocols [PCro pistval,
WFDICDistVal, FLICDistVal]- It transfers a secret s € K given by player P, e P’
to player P, € P’ in such a way that later on, using the protocol ICRevealVal,
P, can transfer s to player P, € P’ and proof to him that this was the value
which P; had given him.



3.2. IC in the PE-Framework 17

Protocol PC;cpisival
In: Secret s for player Py.
1. Py chooses randomly a value o € K\{0} and sends « to P,,.

2. Py, chooses randomly a 1,-consistent triple [s,y, 2] € K3 and sends s,y to
P, and z to P,.

Out: Values s, y for player P, and «, z for player P,.

During the fault detection, player P, acts as verifier. The idea is to reconstruct
a random scaling of the line that shares the secret, blinded by the addition of a
random line chosen by P;.

Protocol WFD¢pistval

1. P, chooses randomly a 1,-consistent triple [s’,y/, 2’] € K and sends s, 3y’
to Py and 2’ to P,.

2. P, chooses randomly a value d € K and sends d, s’ + ds,y’ + dy to P,.

3. P, checks whether [s' + ds,y’ + dy, 2’ + dz] is 1,-consistent and outputs
b, = 0 if yes or b, = 1 if not. All other players P; € P’ have fixed output
b; = 0.

Protocol FL;opistvar P, is the complaining player.

1. P, broadcasts the values d, s’ + ds and y' + dy.

2. P, checks then whether what P, broadcasted is the same as what P, sent
to him before. If not, he broadcasts the bit 1 and S = {P,, P,}. Else,
P, broadcasts 0 and it is up to the dealer P; to decide if the accusation
of P, was correct, i.e., if the broadcast values of P, were invalid. Py
broadcasts his decision. If P; gives right to P, then S = { Py, P,} otherwise
S ={P4;, P,}.

Protocol ICRevealVal
In: Values s, y for player P, and o, z for player P,.
1. P, sends the value s and “proof” y to player P,.
2. P, verifies that [s, vy, 2] is 1,-consistent and accepts or rejects accordingly.

Out: P, either accepts or rejects P,’s proof.

Lemma 2. Module ICDistVal satisfies Definition 2 for a PE-module and to-
gether with protocol ICRevealVal, it builds an IC-scheme in the PE-framewortk,
where 6 = 1/(¢ — 1) and v = 0. The module has additionally secrecy-preserving
fault localization.
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Proof. Secrecy: We assume that P; and P, are honest, as otherwise, the adver-
sary already knows the secret. Protocol PC;eopistvar preserves the secrecy as the
value z sent to player P, is independent of the secret s. During WFD ;o pistval,
player P, learns the values 2/, d, s’ +ds and ¢y’ +dy. Since Py and P, are honest,
the triple [s' + ds,y’ + dy, 2z’ + dz] is 1,-consistent and P, can compute y’' + dy
from s’ + ds and 2z’ + dz. Therefore 3y’ + dy does not give P, additional infor-
mation. However, it is clear that z,2’,d,s’ + ds has distribution independent
of s. During FL;opistvai, player P, learns no value new value, so FL;cpistvai
clearly preserves secrecy as well.

Verifiability: Assume player Py distributed a triple [s, y, z] which is not 1,-
consistent. Then, for each triple [s',y’, /] there is exactly one value d such
that [s' +ds,y’ + dy, 2’ + dz] is 14-consistent. As P, chooses d independent of
s',y', 2, the probability that [s' +ds,y’ + dy, 2’ + dz] is 1,-consistent is at most
1/q. Therefore, an honest P, will complain with probability 1 —1/¢ > 1 —¢.

Completeness: 1t is easy to see that if all players stick to the protocol the
verification always succeeds and P, always accepts in ICRevalVal.

Correctness: We need to show that the correctness holds when P, outputs
by = 0 in WFD;ecpistvar- The first point of correctness is already proven by
the completeness. For the second point, remember that [s, y, z] is 1,-consistent
with probability at least 1 — § if WFD o pistvar succeeds. So, an honest P, will
accept s,y with the same probability. The third point follows from the fact that
P, does not know a: If P, sends values 5,y where 5 # s then P, will accept if
[3,7, 2] is 14-consistent. We know that [s, y, z] is 1,-consistent by its definition,
so [s — S,y — 4,0] is as well. This gives a non-trivial degree-1 equation from
which o can be computed. In other words, P, must guess o to have P, accept
a false value which he can do with probability at most 1/(¢g — 1) = ¢.

Blame assigning: If P, broadcasts different values than he has sent privately
to P,, he is certainly corrupted and the set S = {P,, P, } contains a corrupted
player if P, complains about this. Otherwise, the dealer can assume that the
broadcast values are the ones that P, sent to P, during WFDcpistvar and as
he knows all correct values he can decide if P, sent incorrect values or if P,’s
accusation was unjustified. So an honest P; always finds a corrupted player
P, € {P,, P,} and the set S = {P;, P;} satisfies the requirement.

O

3.3 IC-Signatures

Information checking can be used to create information theoretically secure
signatures in a multi-party setting. This means that the dealer can send some
secret s to a player and sign it in such a way that the receiver can use the received
signature later on to proof to the other players that the dealer has sent him the
value s. The difference to an ordinary signature is that the signing procedure is
a multi-party computation where besides the dealer and the receiver all player
which should be able to act as verifier later on are involved — which also means
that the set of potential verifiers must already be known at the time of signing.
In our player-elimination framework this set will be the set of non-eliminated
players P’.

A player-elimination IC-signature of dealer Py for the value s given to P,
simply consists of the parallel execution of n’ IC-checkings where always Py is
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the dealer, P, the proofer and each player in P’ acts as verifier once. When the
signature is to be opened, the protocol ICRevealVal is invoked for all IC-checkings
and each player accepts or rejects the signature accordingly.

Module ICSign. This PE-module is a collection of protocols [PCICSign;
WED;¢sign, FLrcsign] which allows a dealer Py € P’ to send some secret s € K
to player P, € P’, together with an IC-signature for s.

Protocol PCicgign
In: Secret s for player Pj.

1. For ¢ = 1,...,n/, the protocol PC;cpistvar 1S executed with dealer P,
proofer Py, verifier P; and secret s.

Out: Value s for P, and auxiliary values for all player in P’.

Protocol WFD;csign

1. For i =1,...,n/, the protocol WFD ;¢ pistva is executed with dealer P,
proofer P, verifier P; and secret s to verify all executions of PCropistvai-

2. P, checks whether P; always performed the IC-checking for the same
secret s and outputs by = 0 if this holds or b, = 1 else. Each other player
P; € P’ outputs the bit b; of the i-th execution of protocol WFDr¢pistval
in Step 1. (In all the other executions, P; had fixed output b; = 0.)

Protocol FL;csign Let P; be the complaining player.

1. If i = g then § = { Py, P, }. Otherwise, FLicpistvar is invoked for the i-th
execution of PCropistvar and WFD e pistvar (where P; acted as verifier).

Lemma 3. The module ICSign satisfies Definition 2 for a PE-module with
0=1/(g—1), v =0 and has secrecy-preserving fault localization.

Proof. Secrecy: The secrecy of the three protocols that define the module ICSign
follows directly from the secrecy of the used sub-module ICDistVal as no further
values are sent.

Verifiability: By the properties of sub-module ICDistVal, each receiver will
detect an inconsistency in the output of PC;o pistvar during WFD ;¢ pistvar with
probability at least 1 — 4.

Completeness: Follows directly from the completeness of sub-module ICDist-
Val.

Blame assigning: If the output of FL;cgign is S = { Py, P,;} this means that
P, complains about a corrupted dealer P;, so S contains at least one corrupted
player. Otherwise, protocol FL;cpistvar is only invoked for instances where the
receiver was complaining. Therefore, blame assigning follows from the properties
of the sub-module.

O
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Protocol ICOpenSig Allows a player P, € P’ to open an IC-signature for some
secret s which he has received from some player Py € P’ and to convince all
honest players in P’ that s is indeed the perviously received value.

1. For ¢ = 1,...,n’ the protocol ICRevalVal is executed with proofer P,
verifier P; and secret s, whereby P; either accepts or rejects the proof.

It follows from the correctness of the IC-scheme that each honest player will
always accept the value s and only the value s in ICOpenSig (except with prob-
ability 9).

3.4 Complexity Analysis

From inspecting the protocols, it follows that the modules and protocols pre-
sented in this Chapter have following communication complexities where k =
log, ¢ and we use that x > log, n’. The numbers for total do not include the n’
bits broadcast during the fault detection when the module is used as a segment
in a player-elimination protocol (see Section 2.2). All values are upper bounds:

ICDistVal
PC 4k
WED 6K
FL BC(3x) +2BC(1)
total 10k + BC(3k) +2BC(1)

Table 3.1: Communication complexities of module ICDistVal.

ICSign
PC 4dn'k
WEFD 6n'x
FL BC(3k) + 2BC(1)
total 10n'k + BC(3k) + 2 BC(1)

Table 3.2: Communication complexities of module ICSign.

ICRevealVal 2K
ICOpenSig 2n'k

Table 3.3: Communication complexities of protocols ICRevealVal and ICOpenSig.



Chapter 4

Player-Elimination
Secret Sharing

4.1 (Verifiable) Secret Sharing

The concept of secret sharings was introduced by Shamir [Sha79]. A secret-
sharing scheme allows a dealer to distribute some secret among a set of players
by privately sending a share to each player. Later on, only qualified subsets
of the player set can reconstruct the secret by pooling their shares. The set of
qualified subsets is called access structure and is just the complement of the pre-
viously introduced adversary structure. There are secret-sharing schemes which
allow general access structures but in this thesis we will only consider threshold
structures. This means that a player set is qualified if its size is at least ¢t + 1
where t is the threshold parameter. Such a secret-sharing scheme must ensure
secrecy, i.e., an adversary who sees up to t shares learns no information about
the secret and correctness, which means, the secret can always be reconstructed
from a set of at least ¢t + 1 shares.

In the following, we will focus on the secure-channels model with broadcast
and an active threshold adversary which may corrupt any minority of the players
(as defined in Section 1.1). In presence of such an adversary, the corrupted
players may contribute incorrect shares during the reconstruction phase. As
a consequence of this, it is not possible to construct a secret-sharing scheme
where the correct secret gets always reconstructed [CDF01], so we allow a small
error probability. Furthermore, as also the dealer can be corrupted, we need a
stronger definition of the correctness which ensures consistency of the shared
value. More formally, this leads to

Definition 6 (verifiable secret sharing (VSS)). Assume the presence of
an active adaptive adversary that can corrupt at most ¢ out of n players. A
(1 —0)-secure VSS scheme for sharing a secret s (an element of some field K) is
a pair of protocols [Sh, Rec] that satisfies the following secrecy, correctness and
completeness properties:

e Secrecy: If the dealer is honest and before Rec has been started, the
adversary has no information about the secret s.
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e Correctness: Once all players complete Sh, there exists a fixed value r € K
such that with probability at least 1 — ¢, during Rec, each uncorrupted
player outputs 7.

o Completeness: If the dealer was honest then, with probability at least
1 — 6, each uncorrupted player outputs r = s during Rec.

4.2 Pre-Sharing

We present protocols for secret sharing adapted to the player-elimination frame-
work. In contrast to an ordinary VSS scheme, the protocols for sharing and
reconstructing a secret can fail. On success, the protocols ensure the same
properties as a VSS. However, on failure, only the secrecy is preserved and the
output of the protocols is a pair of players with at least one of them being cor-
rupted (agreed on by all players). The idea is to take a passive secret sharing
and to do additional checks to ensure correctness in the case that the checks
succeed or abort the protocol otherwise.

First, we present Shamir’s simple threshold scheme [Sha79] which allows the
dealer to share elements of some Galois field K = GF'(¢) which must have size
at least ¢ > n + 1 where n is the number of players.

Definition 7 (pre-sharing). We call a secret s € K pre-shared among the
player set P = {P1,..., P,} (where at most ¢ < n/2 players are corrupted) when
the following holds: There exists a degree-t polynomial f(z) with f(0) = s and
each player P; € P knows share s; = f(i).

S Si
S : . Sn f
L I
0 1 i n
Figure 4.1: Pre-shared secret s with polynomial f and shares s, ..., s,.

A pre-shared secret s is secure against a passive adversary which can see up
to ¢ shares: Given any set of ¢ shares and some secret candidate s’, there is
exactly one polynomial that interpolates both the ¢ shares and the secret. As
the dealer chooses the polynomial which shares the secret uniform at random,
each polynomial is equally likely and the adversary gets no information about
the secret s at all.

We give PE-modules to pre-share and reconstruct secrets:

Module PreShare. This parallel PE-module is a collection of protocols
[PCpreshare; WFD P eshares FLpresharel- 1t allows a dealer Py € P’ to pre-
share values sV € K,...,s(™ € K using the sharing described in Definition 7.
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The protocol PCp,eshare pre-shares a single value and is executed m times in
parallel before verifying all m sharings at once using WFDP,. . o/ are-

Protocol PCpeshare
In: Value s € K for the dealer P; € P'.

1. Py chooses a random degree-t’ polynomial f(x) with f(0) = s and sends
the share s; = f(i) to player P, i=1,...,n'.

Out: Polynomial f for P; and share s; for each player P; € P’.

During the weak fault detection, each player in P’ acts as verifier. The idea
of the verification is to reconstruct a random linear combination of the shared
values towards each verifier, who can check like this with probability 1 —§ that
all sharings are correct. Thereby, a blinding value must be added to the linear
combination such that the verifier gets no information about the secrets.

Protocol WFDp, . share
In: Polynomials f(*) for P; and values Sgk) for B,eP k=1,...,m.

1. The dealer shares n’ blinding values: P, chooses uniform random
stm+) - s(m+nY) and shares them using the protocol PCpreshare.

2. Each player P, € P’ performs the following steps to verify that all dis-
tributed shares are consistent:

(a) P, selects a random vector 7, = [rqS”, .. ,rqﬁ’”)] € K™ and sends it
to all players in P’.

(b) Each player P; € P’ computes the linear combinations of his shares

zj(-v) = s§m+v) + Z rf)k) s;k)
k=1

and sends it to P,.

(c) P, verifies that the received shares 2", ..., 2{*) lie on a polynomial

of degree at most t'. If so, P,’s output bit b, is 0, otherwise it is 1.

Out: Auxiliary values are 7, zj(»i), sl(»m” ), held by player P;, 1 <i,j7 < n' and

additionally f(m+1) . fm+n) for p.

Protocol FLp, . ghare Let P, € P’ be the complaining player.

1. The dealer P; sends the correct linear combination of the polynomials to

P,:
glw) = S @) + 3 ri f 0 @)
k=1
2. P, selects the index i € {1,...,n'} of some share zfv) which does not

lie on the polynomial g which he received from P, (i.e. zi(v) # ¢(i)) and
broadcasts i.
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3. Fork=1,...,m,m+wv, Py and P; now send the values f(*)(i) and sgk),

respectively, to P,. P, verifies that the linear combination of these values
is the same as P; and P; have sent to him earlier. If not, P, adjusts the
blinding value f(™+%)(;) and sl(.m+v) accordingly (he is allowed to do this
because in this case Py or P; is clearly corrupted and could have sent the
adjusted values just as well).

4. P, selects one index k € {1,...,m,m + v} where Py’s value f)(i) and
P;’s value sgk) differ and broadcasts k.

5. P;and P; broadcast f*) (i) and sl(»k), respectively. If the two values differ,
then & = {Py, P;}.

6. Otherwise, P, sets either j = i if what P; broadcasted is different to the
value sgk) that P, got in Step 3, or else j = d. Then, P, broadcasts j and

S={P;, P}

Lemma 4. The module PreShare fulfills Definition 4 for a PE-module with
0=1/q and v = 0.

Proof. Secrecy: The protocol PCpreshare fulfills the secrecy trivially as only
output values are sent to the players (which they must also learn in the private
protocol). The random blinding sharings in WFDZ, .}, 4. make sure that the
adversary does not get any further information about the shared values during
its execution: The values sz), 1 < i,7 < n' give no joint information about
the secrets sV, ..., s(™_ A corrupted dealer could choose to share non-uniform
random blinding values. In this case however, the adversary has learned all
secrets anyway by corrupting the dealer.

Verifiability: If the dealer P; remains honest during PCp,cgpare the output
is always correct. A corrupted dealer however could send shares that do not lie
on a polynomial of degree at most t'. WFD'S, .gp0re Checks that the shares lie
on degree-t’ polynomials in all sharings:

Let P, C P’ be the set of players honest at the end of WFDS . gpare-

We show that if the dealer P; has distributed shares {sE] ) |i € Pp} for some
j € {1,...,m} such that these shares interpolate a polynomial of too high de-
gree [ > t, then each honest player P, € Pj, will complain in WFD'5,..¢1,qe With
probability at least 1 — 1/¢q. We consider the polynomial p(z) that interpolates
the values {zi(v) |i € Pr} and calculate the probability that the coefficient of the
monomial #' in p(z) is zero. This is a necessary condition that P, does not com-
plain about a too high degree and therefore a lower bound for the probability.
P, does not know which values he received from honest players but interpolates
the polynomial from all values {z\"), ..., z,(ﬁ)}. However, the polynomial inter-
polating all values cannot be of lower degree than the polynomial interpolating
only the values of the honest players.

We can see p(x) as the linear combination of two polynomials p(x) = p’(x) +

ri pU) () where p/(z) is interpolated from the values

{ng-m;) + Z rf)k) sgk) iEPh}

k=1,k#j
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and p\¥) (z) from {sgj) |i € Pp}. The I-th coefficient of p/(z) is a random variable
X depending on P,’s challenge vector. The I-th coefficient of p(?) (z) is non-zero
by assumption. The random variable Y of the [-th coefficient in the polyno-
mial T‘S,J ) p(j)(x) is uniformly distributed and independent of X as P, chooses
rgl), e ,n(,m) uniformly and independently of each other. The sum X +Y in K
which describes the [-th coefficient in p(z) is therefore uniformly distributed as
well. With that, the probability that P, does not detect that p{)(z) has a too
high degree is at most 1/q = ¢.

Correctness: Follows from inspecting the protocol.

Blame assigning: It is sufficient to show that FL, . gj.r NEVEr outputs a
pair of honest players. We distinguish two cases of its output:

1. P, ¢ S. This only happens when P,’s and P;’s broadcast values in Step 5
differ. This cannot happen when both P; and P; are honest, because if
so, they will both broadcast the value which P; has sent to P; during

PCPreShare .

2. P, € S. P;’s and P;’s broadcast values f(k)(i) and sl(»k) are the same. If
P, is corrupted, the requirement is clearly fulfilled. So, assume that P,

is honest. Player P, always finds an index i in Step 2 with zi(v) # g(i) as
he has detected that zi”), ceey 2% lie on a polynomial of degree > t’ but

n
g is of degree at most t'. Also in Step 4, he can always select an index k
where f()(i) and sgk) differ as otherwise, if all values matched also the
linear combinations would match. In Step 6, P, always finds the index
4 of some corrupted player, as either P; or P; has broadcast something

different than P, got in Step 3.

O

For the reconstruction, we do not present a module to reconstruct a single
pre-shared value, but a module which reconstructs a linear combination of m
pre-shared values (over the field K) to a single player. We will need this compu-
tation as sub-module later on. Even though the operation on m sharings makes
the module seem to be a parallel one, this is not true. For each execution of the
private computation there is exactly one execution of the weak fault detection.

Module PreRec. This PE-module is a collection of protocols [PCprerec,
WFDpreRree; FLPreRree] that reconstructs the linear combination of pre-shared

secrets s(&) = Yo, w®) ) to player P. € P’ who chooses the coefficient vec-

tor [w™M, ..., w(™] € (K\{0})™. All secrets must have been pre-shared by the
same player Py.

Protocol PCp,cRrec

In: Share sgk) for player P; € P’, additionally polynomial f*)(z) for player
Py and w® for player P,, k=1,...,m.

1. Player P, sends the vector w = [w("), ... w("™)] to all players in P’.
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2. Each player P; € P’ computes and sends the value

to P,.

3. P, interpolates the secret s® from the values s?) s(z) using La-

Y
grange interpolation.
Out: Value s*). Auxiliary values are the vector w for each player in P’ and
s s for pl P,
O player P,.
Protocol WFD p,crec
1. P, checks whether the interpolated polynomial is of degree at most ¢’ and

outputs b, = 0 if yes, b, = 1 otherwise. All other players P; € P’ have
fixed output b; = 0.

Protocol FLp,cpec Only P, can be complaining.

1. P4, who is accused to have distributed wrong shares, sends the correct
linear combination of the polynomials to P,

& (z) = i w® k) (z)

k=1

2. P, selects and broadcasts an index i € {1,...,n'} with 31(2) # F&3).

3. For k = 1,...,m, Py and P; now send the values f*) (i) and sgk), re-
spectively, to P.. P, verifies that the linear combination of these val-
ues is the same as P; and P; have sent to him earlier. If not, P, sets

FOG) = FO ) /0D, (O = .. = f0) = 0 and 57 = 57 ful),
31(2) =... :sl(»m) = 0, respectively (he is allowed to do this because in this

case P, or P; is clearly corrupted and could have sent the adjusted values
just as well).

4. P, selects one index k € {1,...,m} where Py’s value f*)(i) and P;’s value
sgk) differ and broadcasts k.

5. Pjand P; broadcast f(*)(i) and sgk), respectively. If the two values differ,
then § = {Pd;Pi}-

6. Otherwise, P, sets either j = ¢ if what P; broadcasted is different to the

value sgk) that P, got in Step 3, or else j = d. P, broadcasts j and

S={P; P}
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Lemma 5. The module PreRec fulfills Definition 2 for a PE-module with § =
v =0.

Proof. Secrecy: Protocols PCprerec and WFD p,.c gec preserve secrecy as only P,
receives shares to reconstruct s which he is to know according to the private
protocol.

Verifiability: At least t' + 1 honest players send the correct linear combi-
nation of shares to player P,.. These values already uniquely define a degree-t’
polynomial and and therefore P, will always notice if any corrupted player sends
an incorrect share to him.

Completeness: The correct secret can always be interpolated from the correct
shares and the verification in WFD p,.crec Succeeds.

Blame assigning: It is sufficient to show that FL p,.rec. never outputs a pair
of honest players. We distinguish two cases of its output:

e P. ¢ S: This only happens when players P; and P; broadcast different
values in Step 5. This clearly does not happen if both are honest as the
shares of the honest players are consistent by assumption.

e P, €S8: Pysand P;’s broadcast values f(*) (1) and sl(»k) are the same. If P,
is corrupted, the requirement is fulfilled. So, we assume that P, is honest.
Player P, always finds an index 7 in Step 2 with 31('2) £ f&)(4) as he has
detected that sgz)’ .. .,sg) lie on a polynomial of degree > t' but f(*)
is of degree at most t’. Also in Step 4, he can always select an index k
where () (i) and sgk) differ as otherwise, if all values matched also the
linear combinations would match. In Step 6, P, always finds the index
j of some corrupted player, as either P; or P; has broadcast something

different than P, got in Step 3.
O

4.3 Player-Elimination Secret Sharing

The secret-sharing scheme presented in the previous section is linear: Given
two sharings of values a and b from the same dealer, the players can calculate
a sharing of a 4+ b without communication. The dealer simply adds the two
polynomials which he used to share a and b and each player adds his share for
a and b to get a sharing of the sum. However, this does not work for two values
shared by different dealers because the WFD and FL of the module PreRec rely
on the fact that there is one single player who knows the polynomial that is
used for the sharing.

To overcome this problem, we can use the following two-dimensional secret
sharing that is composed from pre-shared values. The module ComputeSharing
creates such a secret sharing as linear combination of values x1,...,x,, where
each player P; € P’ can contribute the value x;. The resulting secret sharing is
linear and can be reconstructed without the assistance of a dealer.

Definition 8 (player-elimination secret sharing). We call a secret s player-
elimination secret shared among the player set P = { Py, ..., P,} (where at most
t < n/2 players are corrupted) when the following holds: The secret s is pre-
shared and each share s; is again pre-shared by the polynomial f;(x) where
player P; € P knows f;(x) and s;; = f;(j) fori=1,...,n.
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fl fz' f’n

Figure 4.2: PE-shared secret s with 2-dimensional sharing structure.

We give PE-modules to share and reconstruct secrets with the PE secret-sharing
scheme.

Module ComputeSharing. This parallel PE-module is a collection of pro-
tocols [PCCOWPUtGShCWi"g7 WFDgIomputeSharingﬂ FLg‘IomputeSharing]' It com-
putes a PE-secret sharing of the values sV, ..., s(™ in the player set P’ =
{Py,...,Py}. Thereby, for k=1,...,m, s = Z;il wy a:l(k) where xl(k) is con-
tributed by player P, € P’ and wq, ..., w, are constants known to all players.

The protocol PCcomputeSharing shares a single value and is executed m times in
parallel before verifying all m sharings at once using WFD .., utesharing-

Protocol PCComputeSharing
In: Value z; for player P; € P'.

1. Each player P; € P’ acts as dealer and pre-shares the value x; with the
sub-protocol PCpreshare- Let fi(z) be the polynomial that P; chooses
thereby and z;; P;’s share of x;

2. Each player P; € P’ calculates

n/
Sj = E wy Xy -
=1

3. Each player P; € P’ pre-shares the value s; with the sub-protocol
PCpreshare- Let gi(z) be the polynomial that P; chooses thereby and
sij Pj’s share of s;.

Out: Shares s;, g;(x) and $14,. .., Sps; of the secret s for player P; € P’. Auxil-
iary values are f;(z) and ;, ..., x,; for player P; € P’.

During the weak fault detection, each player in P’ acts as verifier. The idea of

the verification is to reconstruct a random linear combination over k =1,...,m
. . k k . .
of each input pre-sharings xg ), ceey a:fl,) as also of the second dimension pre-

sharings of the s(*) and then, each verifier checks the consistency of the recon-
structed values.
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g1 gi gn’

Figure 4.3: Illustration of the PE-sharing composition in PCcomputeSharing-

The following protocol uses the auxiliary values that result during the exe-
cution of WFD'E, _gpare for this purpose and we require that the players use the
same random vectors for all verification in WFD, g, are- This conflicts to the
encapsulation idea of modules and is only done for efficiency reasons. Instead
of using these auxiliary values, a new linear combination of the pre-shares could
be reconstructed using module PreRec, where again new blinding shares were
necessary.

m
Protocol WFD ComputeSharing

In: Values S(k),f(k)( ), 1( (), ;vglf),...,x(k) and s() ce 7”forplatyerP €
PLk=1,...,m

1. All pre-sharings are verified, whereby each verifier P, chooses the same
random vector r, in all executions of WFD, . gure- For i =1,... 0/, the
following two steps are performed:

(a) WFD;greShare is executed on iHPUt fi(k)7 ng), - (k) k= 1,.

(P; has been the dealer for all these sharings). We dzélné)te the output
of player P, € P’ as bgv) and his auxiliary values received from P; as
A (1< j<n).
(b) WFD', .share i executed on input gl(k), sglf), cee En,, kE=1,.
(P; has been the dealer for all these sharings). We denote the output
of player P, € P’ as b

i and his auxiliary values received from P;
asz( v) (1<j<n).
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2. Each player P, € P’ verifies that the sharings of the values s ..., s("™)
are correct:

(a) For i = 1,...,n/, P, uses the values Zi(f),... z)

» “in/
using Lagrange interpolation.
(b) P, verifies that

(v)

i

to compute z

2 =Y wz)
=1

foreachi=1,...,n/.

If so, P, sets bgjf,H =0 else bgjf,H =1.

3. Output for P; € P’ is
on’+1

bi=\/ b\
j=1

(?)’ 25”)’ bgv)7 b(”) b(”)

- /
ij nitis bonr 1, 1 < 4,5 < 0, for player

Out: Auxiliary values are z
P, cP.

Protocol FLZ,,,putesharing L€t Pe € P’ be the complaining player.

1. Each p]ayer P; € P’ broadcasts the smallest index k € {1,...,2n’ + 1}

with b,(j ) = 1 or L if there is no such index. Let i be the smallest broadcast
index and P, the player that broadcast 7. (If all players broadcast L then
S={Fc})

2. Depending on ¢ the player do

o1 < i < n/t Continue with FLp, g4 for the sharings of

a:l(.l), e ,xgm) and complaining player P,.

en < ¢ < 2n/: Continue with FLE, g4 for the sharings of

s s(m), and complaining player P,.

1—n/r 24—
e i =2n/+4 1: P, selects and broadcasts some index j such that Zj(-”) #
ZZil w; zl(jv) and the output set is S = {P;, P, }.

Lemma 6. The module ComputeSharing fulfills Definition 4 for a parallel PE-
module with 6 = 1/q and v = 0.

Proof. Secrecy: The secrecy of PCoomputeSharing follows directly from the se-
crecy of the protocol PCpresnare. The secrecy of WFDE,,,,utesharing Telies on
the secrecy of WFD'D. .. gpare, DO further values are sent.

Verifiability: If any pre-sharing has incorrect degree this will be detected
with probability at least 1—1/¢ during the two invocations of WFD'S,., g1,are- Due
to the linearity of the pre-sharings this also holds for the polynomials that share
s ..., 5™ What remains to prove is that each player gave the correct values
as input to the pre-sharings for the second dimension. Assume some corrupted
player P; shares in Step 3 of the p-th execution PCcomputeSharing & value sg-p )
not computed as specified in Step 2. We show that every honest player will
detect this during WFD computeSharing With probability at least 1 — 1/¢g=1-¢:
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Let P, be an honest verifier. In Step 2b, P, checks whether 23(”) is the same

as the sum 27;1 w; zl(;}) The reconstruction values zfjv) and Zi(;), 1<i,j<n
have been verified to be the correct linear combination of the players’ shares
during the execution of WFD,..gpqre- Consider the random variable X which
describes the difference

Zwlzl w Zr(k) 5(F) Zwer(k)xl

k=1 =1 k=1
DS =3 Y wnagy)
k=1 k=1 =1
s -3 e

N \

—~
N
—

—~
=

k=1 k=1
2O s
k=1

where the values with tilde are the ones that P; shared and those without the
ones that he should have shared according to Step 3 of PCcomputesharing. In (3)

we use the assumption that WFDS, ¢4 checked all pre-sharings for correct-

ness. Because by assumption s(p ) s§p ) is non-zero, X is uniformly distributed

for independent and uniform 7"( ) ...,n(,m). Therefore, P, will complain with

probability 1 — 1/q if the linear combination EJ(-v) of the values that P; shared
and the ones that he should have shared are not the same.

Correctness: From inspecting the protocols, it follows that if all players are
honest, there is always a correct secret sharing computed and the verification
always succeeds.

Blame assigning: If in Step 1 of FLE,,utesharing the selected index i is
not 2n’ + 1 then the invoked FLD . gpqne OUtputs a correct set S. Otherwise,
always P, € § and we need to show that an honest P, always selects the index
j of some corrupted player We know that for an honest player P;, it always
holds that z( ©) Zz LWz ™) hecause he computed and shared all s§ ... s(»m)
correctly and the correct hnear combination is reconstructed therefore as Well.

So, an honest P, only selects indices j of corrupted players. O

Module Reconstruct. This PE-module is a collection of protocols
[PCReconstruct; WFDReconstruct; FLReconstv’uct] that reconstruct a secret S, which
is shared according to Definition 8, to all players in the set R C P’.

Protocol PCReconstv’uct
In: Polynomial f;(z) and s;; = f;(i), j =1,...,n/, for player P; € P'.
1. Each player P; € P’ sends s; = f;(0) to all players in R.

2. Each player P, € R interpolates a polynomial p(x) from the received
shares and outputs s(*) = p(0).
Out: Auxiliary values are the received values sgv), e

R.

, 81(3) for each player P, €
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Protocol WFD geconstruct
1. Each player P, € R verifies that the received shares sgv), ceey sfﬁ) lie on a
polynomial p(z) of degree at most ¢'. If so, then P, sets b, = 0, otherwise
b, = 1. All other players P; € P'\R have fixed output b; = 0.

Protocol FLgeconstruct Let P, € R be the complaining player.

1. Each player P; € P’ sends all his shares of s to P,, i.e. the polynomial
fi(z) and sj; = f;(i) for j = 1,...,n'. P, verifies that f;(0) is equal to sgv)
(which he has received from P; during PCreconstruct) for all i =1,...,n’.
If this does not hold for some f; then P, sets f;(z) to be the constant
function f;(z) = s\”).

2. P, selects one pair of indices (i,5), 1 < 4,5 < n' where the values received
from P; and P; for the crosspoints of the sharing differ (f;(j) # s;;) and
broadcasts (1, 7).

3. Player P; and P; now broadcast f;(j) and s;;, respectively. If the two
broadcasted values differ, then S = {P;, P;}. Otherwise, P, sets k = ¢ if
what P; broadcasted is different to what he had sent to P, in Step 1 or
k = j otherwise. Then, P, broadcasts k and § = { Py, P, }.

Lemma 7. The module Reconstruct fulfills Definition 2 for a PE-module with
0=~v=0.

Proof. Secrecy: Only players in R receive values during PCgreconstruct and
WED Reconstruct @and these players are to know the secret.

Verifiability: At least t' 4+ 1 honest players open the correct shares in Step 1
of PCRreconstruct- These shares already uniquely define a degree-t’ polynomial.
Therefore, all players in R will always notice if any corrupted player sends them
an incorrect share.

Blame assigning: It is sufficient to show that FL geconstruct n€Ver outputs a
pair of honest players. We distinguish two cases of its output:

e P, ¢ S: This happens only when players P; and P; broadcast different
values in Step 3. This clearly does not happen if both are honest as the
shares of the honest players are consistent by assumption.

e P, € §: If P, is corrupted, then the requirement is fulfilled. So, we
assume that P, is honest. There is always a pair of indices (i,7) with
fi(j) # sij in Step 2 of FLgeconstruct: Po has recognized that s§”>, s sglv,)
lie of a polynomial on degree > t’. Therefore, in Step 1 at least one of
the functions f; is not the correct one and not all shares {s;p, | P, honest }
lie on f; as these interpolate the correct polynomial and there are at least
t' + 1 of them. In Step 3, P, always finds the index k of some corrupted
player, as either P; or P; has broadcast something different than he has
sent to P, in Step 1.

O
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Lemma 8. If the module Reconstruct is used to publicly open the secret, i.e.,
for R =P, then the module has secrecy-preserving fault localization.

Proof. In this case, the purpose of the reconstruction is to open the secret to
all players and therefore no module input has to be kept private. O

4.4 Making PE-Sharings Robust

Later on, we will need to reconstruct PE-shared values in a robust way as we
cannot tolerate that the adversary can gain information about the secret and
provoke the fault detection of the reconstruction to fail which forces a repetition
of the computation. Therefore, we use in this section the IC-signatures intro-
duced in Chapter 3 and create protocols which add robustness to PE-sharings
using these signatures. The resulting PE-module MakeRobust itself is non-
robust. However, even if its computation fails, no information about the secret
is revealed to the adversary. If its weak fault detection succeeds on the other
hand, there is a protocol RobustRec which robustly reconstructs the sharing that
results from MakeRobust.

The concept behind the protocols is to add signatures to all the players’
shares. With that, for the shares that an honest and a corrupted player have in
common, it is impossible for the corrupted player to open a wrong share during
the reconstruction of the secret as this would require to forge the signature of
the honest player.

Module MakeRobust. This PE-module is a collection of protocols
[PCMakeRobusta WFDMakeRobusta FLMakeRobust] which adds Signatures to the
shares of a PE-sharing such that, on success, the secret can be robustly re-
constructed.

Protocol PCyrukeRobust

In: Each player in P’ has PE-shares of secret s where s;; describes the share
that players P; and P; have in common, 1 <¢,j <n'.

1. The players in P’ give each other pairwise IC-signatures for the PE-shares
that they have in common: For each pair (P;, Pj), 1 < ¢,j < n/, the player
P; creates an IC-signatures for the share s;; using the protocol PCrcsign
on input s;; with dealer P; and prover FP;.

Out: Each player P; € P’ has IC-signatures for his PE-shares sy;,..., s, of
secret s.

Protocol WFD yjakeRobust

1. The players check whether all executions of PC;cgign have been successful
by executing WFD ¢ sign for each created IC-signature. Furthermore, each
player P; checks for ¢ = 1,...,n/ whether he received the signatures for
the correct values s;; from player F;.

2. P, € P’ outputs the bit b, = 1 if he has detected any inconsistency in
Step 1 or b, = 0 else.
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Protocol FLasakerobust Let P, be the complaining player.

1. If P, has received a signature for an incorrect value s;, from P;, then he
broadcasts the index ¢ and S = {P;, P, }.

2. Otherwise, P, selects and broadcasts some pair of indices (4, j) where the
execution of WFDcgign to verify the IC-signature creation for s;; showed
him an inconsistency. Protocol FL;cgign is invoked for the IC-signature
of s;; with P, as complaining player.

Lemma 9. The module MakeRobust satisfies Definition 2 for a PE-module with
the same (0,7y) as the module ICSign and has secrecy-preserving fault localiza-
tion.

Proof. Secrecy: The secrecy of the three protocols follows directly from the
secrecy of the used sub-module ICSign.

Verifiability: Each player verifies that he receives the signatures for the
correct values. By the properties of sub-modules ICSign an invalid signature
procedure is detected in WFD ¢ sign, and therefore also in WFD yrake Robust, With
probability at least 1 — 4.

Completeness: Follows directly from the completeness of sub-module ICSign.

Blame assigning: Protocol FL;cpistvar is only invoked for instances where
the complaining player P, indeed detected an inconsistency (or claimed to do
$0). Therefore blame assigning follows from the properties of the sub-module
ICSign.

O

Protocol RobustRec Reconstructs a PE-sharing with IC-signatures (as it re-
sults from module MakeRobust) to player P, € P'.

1. By executing the protocol ICRevealVal, each player P; € P’ sends the
shares s1;, ..., Sp/; to the receiver P, and reveals the IC-checkings for the
shares to P,.

2. For each i = 1,...,n, the receiver P, does the following: P, checks
whether, out of the set {s;1,..., S}, he received at least ¢’ + 1 shares
with correct signatures and whether these lie on a polynomial of degree
at most ¢’ or not. If yes, he uses these values to reconstruct s;. Let Z be
the set of indices where he can do this.

3. P, interpolates the polynomial f(z) from the set {s;|i € Z} using La-
grange interpolation and the reconstructed value is s = f(0).

Lemma 10. For an honest receiver P, the output of RobustRec is the secret
s that is uniquely defined by the PE-shares of the honest players (except with
probability at most n'?/q).

Proof. We assume that no corrupted player manages to forge an IC-signature.
This assumption holds with probability at least 1 — n'?/q as there are a total
number of n/? signatures that are opened and the error probability of ICSigOpen
is at most 1/q. Then, for the index h of an honest player P, € P’, out of set
{Sh1y---,Shn}, Pr will only accept correct shares and at least ¢’ + 1 of them,
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as he receives so many from honest players. Therefore, P, will reconstruct sy
for all indices h of honest players and again, there are at last ¢’ + 1 of them,
ie., |Z| > t' + 1. What remains to show is that P, never reconstructs some
incorrect s; for the index 4 of a corrupted player P;. This cannot happen as
the ¢/ 4 1 shares of the honest players in the set {s;1, ..., sin/ } already uniquely
define a degree-t’ polynomial p and therefore P, does not use s; if any corrupted
player P; sends him some s;; with correct IC-signature that does not lie on the
polynomial p.

O

4.5 Complexity Analysis

From inspecting the protocols, it follows that the modules and protocols pre-
sented in this Chapter have following communication complexities where k =
log, ¢ and we use that x > logy n’. The numbers for total do not include the n’
bits broadcast during the fault detection when the modules are used as a section
in a player-elimination protocol (see Section 2.2). All values are upper bounds.

PreShare
PC n'k
WFD™ mn'?k + 2n"%k
FL™ 2(m+ 1)k + n'k + BC(log, m) + 4BC(k)
total mn? +n" )k +2(m+ D+ (2n' + 1)n'k +
BC(log, m) + 4BC(k)

Table 4.1: Communication complexities of module PreShare.

ComputeSharing
PC 2nK
WFD™ 2mn’?k + 4n'3k
FL™ 2(m+1)k+n'k+BC(log, m)+n'BC(k+1)+4BC(k)
total dmn?k +2(m + 1)k +4n3k + n'k +
BC(log, m) + n'BC(k + 1) + 4BC(k)

Table 4.2: Communication complexities of module ComputeSharing.
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PreRec

PC mn'k +n'k

WFD —

FL 2mk + n'k + BC(logm) + 4BC(k)

total m(n’ +2)k + 2n's + BC(logm) + 4BC(k)

Table 4.3: Communication complexities of module PreRec.

Reconstruct (R = P’)

PC n%k

WFD —

FL 2n"%k + 5BC(k)

total 3n?k 4+ 5BC(k)

Table 4.4: Communication complexities of module Reconstruct.

MakeRobust
PC An3k
WED™ 6n'3k
FL™ 6BC(k) + 2BC(1)
total 10n3k + 6BC(k) + 2BC(1)

Table 4.5: Communication complexities of module MakeRobust.

RobustRec

2n%k

Table 4.6: Communication complexity of protocol RobustRec.




Chapter 5

Efficient MPC-Protocol
for t < n/2

In this Chapter, we present a protocol for general secure multi-party compu-
tation in the secure-channels model with broadcast which makes use of the
player-elimination framework. The protocol provides security against an active,
adaptive threshold adversary which can corrupt up to ¢t < n/2 out of the n
players and is more efficient than the previously known protocols for the same
model ([RB89, Bea91, CDD199]).

The protocol allows a set P of n players to securely compute an agreed
function F' (given as circuit) with M multiplication gates, R random gates and
any number of addition gates. All computations are performed in a Galois
field K = GF(q) with ¢ > max{2",n} where s is the security parameter.
Thereby, each player can give a number of inputs to the function and receives
the function output at the end of the protocol. We denote the total number
of inputs (in field elements) with n; and the number of outputs with no. The
protocol satisfies the properties correctness and secrecy except with probability
2—r#+0(ogn)  Correctness means, that the protocol always gives the correctly
computed function output to all players. Secrecy means, that the adversary
learns nothing about the inputs of the honest players (those who remain honest
during the entire protocol execution), other than the function output.

5.1 Protocol Overview

Following MPC-protocol is a PE-protocol as specified in Definition 1. It consists
of a single computation segment Sp;q, followed by the output segment. Sprqin
has as input the players’ function inputs and as output a robust secret sharing
of the function output. The output segment reconstructs the function output
to all players after Spsqin, Wwas successful. Having only one computation segment
contradicts the considerations in Chapter 2 and a consequence of this choice
is that the cost for the repetitions will be significant in the communication
complexity. We will discuss this in Section 5.7.

The computation in Sysqn proceeds in four phases: In the preparation phase,
M + R random triples [a, b, | with ¢ = ab are generated and shared among the
players. In the second phase, the players create secret sharings of their function
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inputs (using a robust protocol, such that also previously eliminated players
can give input). Then, in the computation phase, the circuit is evaluated gate
by gate using one random triple from the preparation phase for each multi-
plication [Bea91]. Finally, in the last phase, the output is made robust using
signatures on the players’ shares.

During the circuit evaluation itself, the players perform weak fault detec-
tion and at the end of the evaluation, it is verified that all computations were
performed correctly, whereby an incorrect result is detected with probability at
least 1 — 3 -27%. As the sharing of the output is made robust at the end of
the computation segment, the output reconstruction is straight forward. Also
players that have been eliminated by then can receive output.

In the following Sections we present the sub-modules that are necessary to
compose the Main module which is given in Section 5.5. Finally, the output
reconstruction protocol is specified in Section 5.6.

5.2 Generating Random Triples

The goal of the preparation phase is to generate M + R shared random triples
[a®) bF) B € K3 with ¢®) = a®p*) & =1,...,M + R. To do this, we use
the following modules GenRandom, Multiply and GenTriple.

Module GenRandom. This parallel PE-module is a collection of protocols
[PCqenrandoms WFDG e Randoms FLGenRandoml- 1t creates a PE-sharing of m
uniform random values.

The protocol PCgenRrandom creates and pre-shares a single random value and
is executed m times in parallel before verifying all m outputs at once using
WFDg

GenRandom
Protocol PCgenrandom
In: -
1. Each player P; € P’ chooses a uniform random value z; € K.

2. Sub-protocol PCcomputeSharing is executed with w; = 1 and input z;,
1 =1,...,n'. Denote the resulting shared value with r.

Out: Shares of r for each player in P’.

Protocol WFDZ:

GenRandom
In: Shares of r(, ... (") for each player in P’.
1. The players execute WFD{,,, utesharing fOT M r(M) and give the
output thereof as output of this protocol.
Protocol FLE.,, random

1. The players execute the sub-protocol FL&,,,,utesharing-

Lemma 11. The module GenRandom fulfills Definition 4 for a parallel PE-
module with 6 = 1/q and v = 0.
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Proof. Secrecy: The secrecy of PCgenrandom and WFDE ., Random follows by the
secrecy of the used sub-module ComputeSharing.

Verifiability: By invoking the protocol WFD &, utesharing, the players rec-
ognize an incorrectly computed sharing of r with probability at least 1 — 1/q.
If r is computed as specified

n/
r= E Z;
i=1

then r is certainly uniform random as there is at least one honest player P, € P’
which chooses his contribution z; uniform at random.
Blame assigning: Follows directly from the properties of the sub-module. [

The multiplication in the module Multiply presented below is done as in
[GRRYS]: Each player P; € P’ multiplies his shares of a and b and pre-shares
the product x; = a;b; with the polynomial h;(x). The values x1,...,x, lie
on the polynomial f(x)g(z) which is of degree 2t and therefore the z;-s are
not a proper pre-sharing as is. But as 2t’ < n/, the product of a and b can
still be uniquely interpolated from z1, ..., z, using the Lagrange interpolation
polynomial:

L(0) = Zmllz(()) =ab=c

with the Lagrange basis polynomials

77,, k—x
k=1

KA

For a fixed player set P’, the values [;(0) are constant and the product is a
linear combination of z1,...,x, . Using this observation and the fact that our
secret sharing allows to calculate linear combination of shares without commu-
nication, the players calculate a pre-sharing of the product as linear combination
of the pre-sharings of z1,...,z,: The polynomial

is of degree maximal ¢’ (as all h; are of degree maximal ¢') and shares the prod-
uct, i.e., h(0) = ab, because each h; shares x; and following the consideration
above.

The players have to verify that each player P; € P’ has properly shared
the value x; as the product of the two previously shared secrets a; and b;. For
that, we use a corrected version of the protocol presented in [CDD199] (which
showed to be vulnerable to an adaptive adversary)! and adapt it to our needs:

n Step 2 in Section 6.2, D chooses random 3 and shares § and b3 with a one-dimensional
sharing without any checks for consistency of the shares. This allows a corrupted D to give
inconsistent shares of 3 and b3 to the players and then to corrupt some of the players after the
challenge r is exposed (Step 3) such that the shares of the remaining players are consistent.
An attack which is described in Section 3 of the very same paper.
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The resulting protocol is part of WFD}y,;,,,, and formulated in the view of
a verifier. It makes use of player-elimination and was parallelized: Instead of
verifying one triple, it verifies m triples at once.

Module Multiply. This parallel PE-module is a collection of protocols
[PCaruttiptys WFDNrwitiplys FLNuitipiy]- 1t multiplies m times two given PE-

shared values ¢ and b*) and creates a PE-sharing of the product ¢ =
a®p®) k=1, m.

The protocol PCasuitipy multiplies two shared values and is executed m times
in parallel before verifying all m products at once using WFD{y, 111, -

Protocol PChruitiply
In: Shares a; and b; of the secrets a and b for each player P; € P’.

1. The players execute the sub-protocol PCcomputeSharing With input z; =
a;b; for player P; € P’ and weights w; = [;(0). Denote the resulting
PE-shared secret with c.

2. Each player P; € P’ selects a random value a; and pre-shares the values
a; and T; = a;b; by executing the sub-protocol PCp csnare-

Out: Shares c; of the secret c. Auxiliary values are the pre-shares of x;, a; and
z;, j=1,...,n/, for each player P, € P'.

Protocol WFD}7,,14ip14

In: Values al(.k), bl(.k), a:l(.k), cl(.k), Ezgk) and 5:5’“’, k =1,...,m, for each player

P, eP.

1. The players in P’ execute, for each i = 1,...,n/, twice the sub-
protocol WFDE, .gare tO verify the correctness of the alV @™ and
) (m)

Ly
@(; ,...,x; " -pre-sharings. Let 21 and 2% be P,’s output bit thereof.

2. The players in P’ jointly generate and open a random value r us-
ing the sub-protocols PCgenrandom, WFDéenRandom, PCRreconstruct and
WFD geconstruct- Let z&””“ and zv?”?) be P,’s output of WFDlgenRandom
and WFDReconstruct-

3. In the following, we will consider (for 1 < k <m, 1 < i < n’) the linear
combinations of pre-shared values

pz(.k) = ml(.k) + dgk) and
qgk) = pgk)bgk) — rxgk) — a’:gk).

(

Each player P; € P computes and sends pil), . ,pl(.m) to all players in P’.

4. Each player P, € P’ selects a random vector w, = [wf,l),...,wf,’n)] €

. e players reconstruct for ¢ = 1,...,n’ the following random
K\{0})™. The pl fori=1 " the followi d
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linear combinations of pre-shared values to each player P, € P’ using the
sub-protocol PCpyege. (with coefficient vector w,):

p =3 w®p and ¢ =3 wl
k=1 k=1

5. Each player P, € P’ verifies for ¢ = 1,...,n’ the reconstruction of pgx)
and q@) with the sub-protocol WFD p,cgec. Let 254’1) and 21(,5’1) be P,’s

2

output thereof.

1(.2) is the

6. Each player P, € P’ sets for i = 1,...,n’ the bit 09 =0 if p
same as the linear combination of the values p(.k)

P; in Step 3, and the bit 20" = 0 if ¢ = 0.

b= \/ 26
5,J

which he received from

7. Output for P, € P’ is

Out: Auxiliary values are zqgj %) Vi, j for player P, € P.

Protocol FL},1ip, Let P. € P’ be the complaining player.

1. Each player P; € P’ selects the smallest index k € {1,...,7} where there
is some index [ such that z\*" = 1 and broadcasts broadcasts (k,1) or L
if there is no such index. Let (k',1’) be the index with smallest £’ among
the broadcasted indices (and if there is more than one with the same &',
the one among these with smallest I’) and P, the player that broadcasted

it. (If all players broadcast L then S = {P.}.)

2. Depending on (k',1), the players continue as following (with P, as com-
plaining player)

E' =1: FLY. .ghare for ap
E' =2 FLP eshare for Tp
k= 35 I'=1: FLlGenRandom for r
k' = 3, I'=2: FLReconstruct for v
K =4 FLP peo for i)
kK =5 FLP,..gec for ql(,z)
kK e{6,7}: S={P/, P}

Lemma 12. The module Multiply fulfills Definition 4 for a parallel PE-module
with § =3/(q— 1) and v = 0.

Proof. Secrecy: During PCpruiripry, the players receive only shares of secret-
shared values which give no information about the secrets as long as the shares

of not more than ¢’ players in P’ are pooled. In protocol WFD'i, i, the

players reconstruct the values pl(.l), . ,pl(.m) and ql(l), . ,ql(m) (or rather linear

combinations thereof). This does not violate the secrecy of the secrets a*), p(¥)
Ek) the value agk) is blinded by the addition of
(k)

%

or ¢®) (k=1,...,m) because in p
(k

the random a; ) and the players already know in advance that g; ~ is zero. (The
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gk) is only non-zero when the player P; shares incorrect values — and is
(k)

7

value ¢

corrupted therefore. In this case however, the adversary learned ¢; ’ already by

corrupting P;. Same argument for a non-random a§’“>.)

Verifiability: As previously explained, a sharing of the product ¢ = ab can
be computed as linear combination of the product shares a;b;. This is exactly
what Step 1 of PCharuitiply does by invoking PCcomputeSharing With the specified
weights. What remains to be verified is that each player P; € P’ indeed gives
the product of his shares a; and b; as input z;. P; proofs this to each player
P, € P’ as explained in the following:

The idea of the proof is to reconstruct a;b; — x; and to verify that this is
zero (which is equivalent to the check that a;b; = x;). Of course, this cannot be
reconstructed directly as this would require to multiply two pre-shared values
a; and b; in a MPC. Instead, the players reconstruct a random multiple of the
difference and write it as

r (aibi — {Ei) = (mi +a; — di) b —rx; = (mi + di) b; — rx; — a;b;

for a random blinding value a; chosen by P; and a jointly generated random
value 7. The term a;b; can be computed and pre-shared by P; which we denote
by ;. The term ra; + a; corresponds to p; and can be reconstructed to all
players without violating the secrecy. With that, the term ¢; = p;b; — rz; — %;
is a linear combination of pre-shared values and can therefore be computed and
reconstructed easily. Now the following claim holds: If a;b; # x; then for each
Z; there is exactly one value r such that ¢; = 0. This is true, because

(T‘ai + di) bj—rx;—,=0 & r= (.’fi — dibi)/(aibi — {Ei)

On the other hand, if a;b; = x; then for z; = a;b; the value ¢; is always zero for
any r.

This means that the probability to overlook an incorrect z; is 1 — 1/|K]|.
(There could be more than one player trying to share an incorrect x;. However,
it is sufficient, then, to detect only one of them as this already causes the
segment to be repeated.) It is important that the value r is opened to the
players only after the sharings of dgl), . .,dgm) and ;El(l), e ,g’cgm) have been
verified. The verification makes sure that the shares of the players honest at
that time are consistent and therefore define a unique secret. Otherwise, an
adaptive adversary could try to corrupt players dependent on r such that the
shares of the remaining honest players define different values for different rs.

In WFD}}4ip1y» Pi has to give m such proofs to each player. It would be
more communication needed than we want if the players reconstructed each

value qgl), ey ql(m). Instead, only the random linear combination

o = S0l g
k=1

is reconstructed towards each player P, where the wf,k) are chosen by P,. If all

ql(l), e ,ql(m) are zero, clearly the sum is zero as well. On the other hand, if

for some k € {1,...,m}, ql(k) is non-zero, then the linear combination is zero
with probability at most 1/(|K| — 1). In order to compute a pre-sharing of
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ql@) however, all players have to know pgl), . ,pgm). Again, we do not want to

reconstruct all these values. Instead, P; sends these values to all players and
the random linear combination pl(.z) is reconstructed to verify that P; sent the

correct values. Therefore, if P, gets for one or more indices k € {1,...,m} an

incorrect value pgk) he will overlook this with probability at most 1/(]K| — 1)
I

foreachi=1,...,n.

So in total, the probability that P, accepts an incorrect proof of P; that the
shared values 2", ... 2™ are the products a{”b{", ..., a{™b™ is at most
3/(|K| — 1) < 4 as this can happen when the corrupt P; either gets the cor-
responding i‘l(.z) right or the verification of the pgl), ... ,pl(.m) or qgl), . qgm)

overlooks an incorrect value.

Blame assigning: For index 1 < k' <5 the property follows from the prop-
erties of the sub-modules. Otherwise, player P, is always in S and it is sufficient
to show that an honest P, always broadcasted the index [’ of some corrupted
player. We assume that the weak fault detection of the used sub-modules has
not missed any deviation from the protocol and therefore all sharings are con-

sistent which holds with probability at least 1 — §. If ¥/ = 5 this means that
(
J
of the pg-l), ... ,p§m) which P, received from P;. If k¥’ = 6 this means that for

j = U’ the reconstructed value q§2) is non-zero. Both cannot happen when P;

is honest as he is the dealer of this values (or rather of all the pre-shares which
are used to compute them). (]

for 5 = I’ the reconstructed value p ) does not match the linear combination

Note that the protocol FL}7,4,,, does not preserve the secrecy of the module
inputs. This is the reason why it cannot be used to multiply values during
the circuit evaluation. We only use it to multiply random values which we
discard when WFDj,,4:,1, detects an inconsistency and therefore the execution
of FL itip, may be necessary.

The communication complexity of the module Multiply can be reduced by
requiring that in Step 1 of WFD,4:,1, for all n’ execution of WFD'B,..gpqre
each verifier always chooses the same random vector for the verification. This
does not tamper the security of WFD},,;4,1, as the random vector is still inde-
pendent of the computations in PCasyitipty. Furthermore, note that in Step 4 of
WED 3 yitipiy» the coefficient vector w is n” times the same and therefore must
be only sent once in the sub-protocol PCp,.cgec-

Module GenTriple. This parallel PE-module is a collection of protocols
[PCqenTripie: WFDg‘enTMple, FLg‘enTMple]. It creates a PE-sharing of m ran-

dom triples [a®),b(F) ()] € K3 where ¢(®) = a®bF) k=1,... m.

The protocol PCgentripie creates and pre-shares a single random triple and
is executed m times in parallel before verifying all m outputs at once using
WFDgenTriple .
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Protocol PCgenrripie
In: -

1. A random value a is generated and shared by executing the sub-protocol
PCGenRandom~

2. A random value b is generated and shared by executing the sub-protocol
PCGenRandom~

3. The shared values a and b are multiplied to get a sharing of ¢ = ab by
executing the sub-protocol PCasuiitply-

Out: Shares for a, b and ¢ for each player in P’.

Protocol WFD{.,,7ripie
In: Shares for a®, b(*) and ¢®), k =1,...,m for each player in P’.

1. The sub-protocol WFDZ.,. rundom 18 executed for both a™) ... a(™ and
bW ... b(™). Denote P;’s output with zi(l) and zfz).

2. The sub-protocol WFD',;4:,1,, 18 executed to verify W, ..., ™). Denote
®3)

i

P;’s output with z

1)

3. Player P, € P’ outputs b; = zZ( % zi(?) \Y 253).

1) @

Out: Auxiliary values are z and zi(g) for player P; € P'.

Protocol FL{, 7. Let P. € P’ be the complaining player.

1. Each player P; € P’ broadcasts the smallest index k& € {1,2,3} with

zj(k) =1 or L if there is no such index. Let ¢ be the smallest broadcast
index and P, the player that broadcast 7. (If all players broadcast L then
S={Fc})

2. Depending on i the players continue with FLgenRandom for a (i = 1) or
for b (i = 2) or with FLaruitipy (¢ = 3) with P, as complaining player.

Lemma 13. The module GenTriple fulfills Definition 4 for a parallel PE-module
with § =3/(qg—1) and v = 0.

Proof. Secrecy: In PCgenrripie, the secrecy of a, .. alm and bW M)
is ensured by PCgenrandom and during the multiplication by PCazuitipry the
adversary learns nothing about the random values. WFD{,, 1. Dreserves
secrecy by the properties of the used sub-modules, no further values are sent.

Verifiability: By invoking the corresponding weak fault detection protocols
of the used sub-modules GenRandom and Multiply, the players recognize an
incorrect a(®), b*) or ¢*) with probability at least 1 — § each.

Blame assigning: For i = 1 and i = 2 the correctness of the fault localization
follows directly from the correctness of FL..,, random- Assuming WEDE.,, pondom
did not overlook any incorrect output (which happens with probability at least
1 — ) this also holds for i = 3 and FL},4:p1,- O
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5.3 Giving Input

The following robust protocol for sharing the inputs of the function works as
in the input stage of [HMPO0O0]. [HMPOO] is designed for ¢ < n/3 but the same
arguments for the correctness of the input sharing protocol also hold for ¢ < n/2.

Protocol Sharelnput Allows a player D € P to share a secret among the players
in P’.

In: Secret s for dealer D.

1. D selects at random a polynomial p(x,y) of degree at most ¢’ in both
variables, where p(0,0) = s and sends the polynomials f;(x) = p(x,i) and
fily) = p(i,y) to player P;, i =1,...,n'.

2. Each pair of players (P;, Pj) 1 <i,j < n' checks whether p(i, j) = p(j, 7).
For this, P; sends f;(j) to P; and P; checks that the received value is equal

to fj (Z)

3. Each player in P’ broadcasts a bit vector where the j-th bit indicates
whether or not the player has observed an inconsistency with player P; €
P’. The dealer has to answer the complaints by broadcasting the corre-
sponding correct values.

4. If a player P; € P’ observes that what the dealer broadcasts contradicts to
what he sent him in Step 2 then he broadcasts an accusation. The dealer
has to answer this by broadcasting P;’s share, i.e. the polynomials f;(z)
and f;(x). The published polynomials can cause new inconsistencies with
the values held by some other players, who react again with accusations,
and so on. If the dealer broadcasts inconsistent values or more than ¢’
players have accused, then the dealer is disqualified and a fixed default
sharing is taken.

Note that the resulting shares define a PE-secret sharing (Definition 8) with
shares f;(x) and s;; = f;(7), i = 1,...,n’ for player P; € P’.

5.4 Circuit Evaluation

Taking advantage of the linearity of the used sharing, additions and multiplica-
tions with constants are evaluated without any communication. Multiplications
of two variables are evaluated according to [Bea91]: To multiply the shared
factors x and y, a multiplication-triple (a, b, ¢) with ¢ = ab is used and the dif-
ferences d, := x — a and d, := y — b are opened to all players. Then, using the
observation that the product zy can be written as

((z —a)+a)((y—1b)+0)
(—a)ly—b)+(z—a)b+(y—blatc
= dydy +d;b+dya+c

Y

the players can calculate shares of the product xy as a linear combination of a, b
and c.
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Module EvalMult. This PE-module is a collection of protocols [PCgyainsuit,
WFD gvainruit; FLEvainwit]- It computes a PE-sharing of two shared values x
and y using a shared random triple (a, b, c = ab).

Protocol PCryainviuit
In: Shares of secrets x, y, a, b and ¢ for each player in P’.

1. The players reconstruct d, = v — a and dy = y — b using the sub-protocol
PCReconstv’uct-

2. Each player in P’ computes a share of the product z = xy as linear
combination of his shares of a, b and c.

z =dgdy +db+dya+c
Out: Share of z for each player in P’.

Protocol WFD gyainvuit

1. The players verify the reconstruction of the differences d, and d, with the
sub-protocol WFD geconstruct- Let bz(.w) and bz(.y) be P;’s output thereof.

2. Player P; € P’ outputs b; = bgw) V. bl(y).

Protocol FLgyanue Let P, € P’ be the complaining player.

1. If be”) = 1 then P, broadcasts ¢ = 1 else ¢ = 2. Depending on that, the
players continue with sub-protocol FL geconstruct for the reconstruction of
either d, (i =1) or dy (i = 2).

Lemma 14. The module FvalMult fulfills Definition 2 for a PE-module with
6 = v =0 and has secrecy-preserving fault localization.

Proof. Secrecy: As a and b are random values, the reconstruction of d, and d,,
gives no information about x and y to the adversary. The secrecy of the used
sub-protocols is given by the properties of the module Reconstruct which has
secrecy-preserving fault localization.

Verifiability: If a and b are random values, ¢ = ab and the reconstruction of
d, and d, is correct then the output is clearly correct as well. The properties of
(a,b,c) are precondition and if the reconstruction of d, or d, is incorrect, this
is detected with probability 1 during WFD geconstruct-

Blame assigning: Follows directly from the properties of the sub-module
Reconstruct.

O

5.5 Main Segment

The segment Sysqin is defined by the PE-module Main and empty protocol Trans
(see Section 2.2).
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Module Main. This PE-module is a collection of protocols [PCarain,
WFDasain, FLarain]. It computes a secret sharing of the output of function
F on input z1,...,x,, in secure multi-party computation.

Protocol PChruin

In:

1.

Out:

(1) (1)

Inputs z;’,...,z;"’ (where >  I; = ny) for player P, € P.
The players in P’ create sharings of random triples [a(k), bk, c(k)] with

k) = a(k)b(k), k=1,...,M + R using the sub-protocol PCgenrripie-

Each player P; € P’ sets b; = 0. When, during the execution of this
protocol, P; gets informed about an inconsistency for the first time he
memorizes the index v; = j of the player P; who informed him, sets b; =1
and z; to the index of the current computation. If he gets informed by more
than one player in the same round, he chooses the one with smallest player
index. Afterwards, instead of further computing the values according to
the protocol, P; sends random values whenever the protocol tells him to
send some value to another player.

Protocol WFDg[;[L%iple is executed to check the correctness of the triples
generated in Step 1. Each player in P’ sends a bit to all players in P’ to
inform them whether he detected an inconsistency or not.

N

Each player P; € P shares his inputs z;’, ..,xl(li) by executing sub-

protocol Sharelnput for each input.

The circuit is evaluated gate by gate. Additions and multiplications with
constants are performed without communication using the linearity of the
PE-secret sharing. Multiplications are computed with the sub-protocol
PCEuaiaruie which takes each time — beside the two factors — an unused
random triple from Step 1 as input. To evaluate random gates, a triple
[a,b, ] from Step 1 is taken as well and the sharing of a is used as random
value, b and c¢ are discarded.

After each multiplication, the players perform weak fault detection: Pro-
tocol WFD gyainrwie 18 executed and each player P; € P’ sends his output
bit to all players in P’.

After all operations have been evaluated, the sharings of the output is
made robust by executing protocol PCysakerobust for each sharing.

Protocol WFD prakerobust 1S €xecuted and each player sends his output bit
to all players in P’.

Sharings of the output. Auxiliary values are b;, z; and, possibly, memo-
rized index v; for each player P; € P’.

Protocol WFD s4in

1.

Each player P; € P’ outputs the bit b; computed during PCy/qir,.
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Protocol FLj4;, Let P. € P’ be the complaining player.

1. Each player P; € P’ broadcasts L if b; is zero, or (z;,v;) otherwise. If all
players broadcast L then S = {P.}.

2. If all players broadcast the same pair of indices (z,v) then the players
continue with the corresponding FL-protocol of round z with P, as com-
plaining player. Otherwise, let (i, j) be the pair of indices where i is the
smallest round broadcast and j the corresponding player index (if multiple
players broadcasted the same ¢ with different player indices then let j be
the smallest index). We distinguish two cases:

(a) A majority of the players broadcasted (i,7). Then, the players se-
lect the smallest player index k among the players who broadcasted
something different and S = {P;, P, }.

(b) Otherwise, the players select the smallest player index k" among the
players who broadcasted (i,7) and S = { P}, Py }.

Lemma 15. The module Main satisfies Definition 2 for a PFE-module with
0 =v=3/(q—1) and has secrecy-preserving fault localization.

Proof. Secrecy: The generation of the random triples itself does not threaten
the secrecy as this is independent of the players’ inputs. If, however, an incor-
rect triple gets generated, i.e., one that is either not uniformly random or one
where the product is wrong, this can cause to leak information to the adversary
during the circuit evaluation. As specified in module GenTriple, the protocol
WFDg;?MPle detects any incorrect triple with probability at least 1 —3/(q—1).
If all triples are correct, then the secrecy is preserved during the remainder of
PChsain: The input stage is unconditionally secure. Under the precondition
of correct triples, the function evaluation during PCgyqipa: does not give any
information about the function inputs to the adversary as long as the random
values remain secret. Each reconstruction is verified by WFD gyaiprw: Wwhich
detects an incorrect result with probability 1. If so, the honest players continue
with dummy values which prevents that the secrecy is violated in the further
execution of the protocol. Module MakeRobust always preserves secrecy. Sum-
marizing, the secrecy of PCpyqin is only violated when one or more invalid triple
is not detected in Step 3, which happens at most with probability ~.

Protocol WFD gy, trivially fulfills secrecy as no values are sent. Let us
consider FLpsqin: Fault-localization protocols of the sub-modules GenTriple,
EvalMult and MakeRobust are only invoked when all players agree that they
were informed about the same inconsistency during the computation. This
means that from that point in the computation all honest players continued
with dummy values. Therefore, as the fault-localization of the sub-modules
EvalMult and MakeRobust are secrecy-preserving and the random triples were
not used in the case where FLY T 1 is invoked, the secrecy is preserved during

GenTriple
FLMain'
Verifiability: Each honest player detects an incorrect triple of Step 1 with
probability at least 3/(¢ — 1) = 6 during WFDg[;rL%,iple. Assuming the triples

are correct, each player detects an incorrect function evaluation with probabil-
ity 1 as WFD gyainruie always detects an incorrect computation step. Module
MakeRobust detects with probability at least 1 —1/(¢—1) > 1 —¢ if any player
tries to give an invalid signature.
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Correctness: Follows from the correctness of the used sub-modules Gen-
Triple, EvalMult and MakeRobust.

Blame assigning: If in Step 1 of FLjpsq4 all players broadcast L then P, is
clearly corrupted as he is no longer complaining about an inconsistency. If all
players agree on the inconsistency (z,v) then the first inconsistency certainly
got detected in round z and P, complained about it. So the fault-localization
of the corresponding sub-module outputs a player set as required.

Otherwise, in Step 2a, either Py is corrupted and ignored P;’s information
(remember that 4 is the smallest round broadcast, so an honest P}, cannot have
been informed in an earlier round) or P; is corrupted and did not inform all
players about an inconsistency in round . So, in both cases at least one player
in § = {P}, P,} is corrupted. In Step 2b, either P, untruly claims that he got
informed by P; about an inconsistency or P; was corrupted and informed only
parts of the players in round i. Therefore, at least one player in S = {P;, Py }
is corrupted. O

5.6 Reconstructing Output

Each output 1, . .., yn,, is reconstructed by executing RecOutput for its sharing.

Protocol RecOutput
In: PE-sharing of y in the player set P’.

1. The players execute the protocol RobustRec n’ times to reconstruct y to
all players in P’.

2. Each player in P’ sends his reconstructed value to all players in P\P’.
Then, each player in P\P’ chooses as reconstructed output y the value
that he received by more than n’/2 players.

Lemma 16. The output reconstructed by RecOutput is the shared secret y with
probability at least 1 —n3/q.

Proof. This holds, as each honest player in P’ reconstructs y with probability at
least 1 —n?/q. So, the probability that all honest players reconstruct y, which
means that y is sent by a majority, is at least 1 — n3/q as claimed. O

5.7 Complexity Analysis

From inspecting the protocols, it follows that the protocols and modules pre-
sented in this Chapter have following communication complexities where k =
log, ¢ and we use that x > log, n’. The numbers for total do not include the n’
bits broadcast during the fault detection when the module is used as a section
in a player-elimination protocol (see Section 2.2). All values are upper bounds.
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GenRandom

PC 2n%k

WEFD™ 2mn/?k + 4n3k

FL™ 2(m+1)k+n'k+BC(logy, m)+n'BC(k+1)+4BC(k)

total dmn?k +2(m + 1)k +4n3k +n'k +
BC(log, m) + n'BC(k + 1) + 4BC(k)

Table 5.1: Communication complexities of module GenRandom.

Multiply

PC 4n"?k

WFD™ 4mn'?k + 9n"3k + 5n'%k

FL™ 2mk + 2n"?k + BC(logy m) + 2n'BC(k + 4) + 5BC(k)

total 8mn'%k + 2mk + 9In3k + "%k +
BC(log, m) + 2n'BC(k + 4) + 5BC(k)

Table 5.2: Communication complexities of module Multiply.

GenTriple

PC 8%k

WEFD™ 8mn'2k + 17n/3k + 5n/%k

FL™ 2me +2n"%k + BC(logy m) +2n'BC(k +4) +5BC(k) +
n/BC(2)

total 16mn'?k + 2mk + 1703k + Tn"%k +
BC(log, m) + 2n'BC(k +4) + 5BC(k) + n'BC(2)

Table 5.3: Communication complexities of module GenTriple.

EvalMult

PC 2n"%k

WFD —

FL 2n"%k + 5BC(k) + BC(1)

total 4n"?k + 5BC(k) + BC(1)

Table 5.4: Communication complexities of module EvalMult.
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Main

PC [O(n?) + O(n*)BC(k)|n; + 18mn’?k + 1Tn"k +
O(n?k) + O(n"3Kk)no

WFD —

FL 2mr + 2n/?k + BC(logy m) + O(n')BC(k)

total [O(n?)+0(n?)BC(k)|ns+18mn'k+2mr+17n"3k +

O(n"?k) + BC(logy m) + O(n")BC(k) + O(n"*k)no

Table 5.5: Communication complexities of module Main.

Sharelnput O(n?) + O(n?)BC(k)
RecOutput 203k + nn'k

Table 5.6: Communication complexities of protocols Sharelnput and RecOutput.

Theorem 1. There exists a MPC protocol which computes an arbitrary function
and is secure with probability 2~"+C0°87) where n is the number of players and
K the security parameter. The function is computed over a Galois field GF(q)
with ¢ > max{2® n} and, if it has M multiplication gates, R random gates
(both polynomial in n) and an arbitrary number of addition gates, ny inputs
and no outputs, then the communication complexity is bounded by [O(n3/€) +

O(n?)BC(k)|nr + 18(M + R)n’k + O(n*k) + O(n?)BC(k) + O(n*k)no.

Proof. The error probability is composed by up to t repetitions of the segment
SMain Where the security holds except with probability at most 3/(q — 1) each
time, so at most 3n/(¢—1) in total, and the reconstruction, which works except
with probability at most n°/q. Both is in 271082 a+O(ogn) — 9—r+O(logn) The
communication complexity is bound by ¢ < n/2 times executing Snsqin and no
output reconstruction using RecOutput.

O

Broadcast is generally a very expensive operation, as it usually does not exist
physically and must be emulated by some protocol. Therefore, we carefully tried
to minimize the number and length of messages that need to be broadcast in
our MPC protocol. For t < n/2, this emulation can be either done by a protocol
based on computational assumptions [Nie03] or by the information theoretically
secure broadcast protocols which presume a setup phase [PW96]. For both cases
we consider the evolving total communication complexities when we use the most
efficient protocols known:

Under the strong RSA assumption and assuming the RSA signatures are
secure, [ bits can be broadcast with complexity O(n?l +nk) [Nie03]. We have
O(n®)n;+0(n?) broadcasts of x-bit messages, resulting in O(nSkn;+n’k). This
gives us the bound O(n°kn;+(M+R)n3k+n’k+n3kno) on the communication
complexity of the overall protocol. This has to be compared with the bound
O(nk(nr +no) + (M + R)n"k) of [CDDT99] in the same model.

For information-theoretical secure broadcast we consider [PW96]. Using this,
for broadcasting one bit, we need to communicate O(nS) bits if the number of
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broadcasts in the protocol is independent of the function (and therefore already
known during the setup phase) or O(n!") bits otherwise. This gives us the bound
O(n?*kny + (M + R)n®k + n*k + nkno) on the communication complexity of
the overall protocol. This has to be compared with the bound O(n?'k(n; +
no) + (M + R)n*2k) of [CDD"99] in the same model.

Our MPC protocol is atypical for a player-elimination protocol as it has only
a single computation segment, whereas the optimal segment count would be in
the order of n¢ for some ¢ > 1 (see Chapter 2). A consequence of this property
is, that the cost for repetitions, that are necessary when a corrupted player
causes an incorrect segment output, dominates the communication complexity.

We tried to introduce a protocol segmentation as in the protocol presented
in [HMO1] which is for ¢ < n/3. There, the players always have their intermedi-
ate values shared with a polynomial of degree ¢t and always re-share the factors
before each multiplication to degree t’ and afterwards the product back to degree
t. However, in our case, where up to t < n/2 player can be corrupted, the total
elimination of an honest player is not admissible if we want to use the interme-
diate values in the on-going computation: As there could be up to (n —1)/2
corrupted players, and therefore only (n + 1)/2 honest ones, we need the shares
of all honest players together to reconstruct the secret. This is an inevitable
property of the secret sharing, as the adversary can corrupt any smaller set of
players. To overcome this problem, we considered re-sharing protocols where
the set of eliminated players assists the computation. With this help, the re-
sharing is principally feasible. But as this protocol can only use the technique
of player-elimination in a very limited fashion — already eliminated players can-
not be eliminated once again — the communication complexities rendered the
application of such a re-sharing unfavorable.

Using a different view of player-elimination, where the pair of potentially
corrupted players does not get excluded completely from further computation,
we succeeded to introduce a segmentation of the computation protocol, as de-
sired. Thereby, we use the fact that when we find a pair of players with one
corrupted and one honest player, then the honest one is always certain that the
other one is corrupted. So, the two players can take part in the on-going com-
putation when we assert that they never have to communicate with each other
again. However, this idea could not be integrated into this thesis any more and
is described in [BHR].



Chapter 6

Conclusions

6.1 Summary
We give a summary of the results achieved in this thesis:

e We studied the technique of player elimination in multi-party protocols
and presented the idea of modules, a concept to modularize protocols in
the player-elimination framework. This allows to compose multi-party
protocols which make use of player-elimination. We considered the gen-
eral sequential composition of two modules, as well as how to do efficient
parallel self-composition of modules.

e We studied the problems of signing values and verifiable secret sharing in
player-elimination protocols. The resulting protocols have a relaxed cor-
rectness property. lLe., after the actual computation, the players perform
some verification steps and the correctness only holds when no honest
player complains about an inconsistency thereby. If there is a complaint,
however, there exists a protocol which localizes a pair of players with at
least one of them being corrupted.

e We presented a general MPC protocol for the secure-channels model with
broadcast, which provides security against an active, adaptive threshold
adversary that is allowed to corrupt up to ¢ < n/2 out of the n players. The
protocol broadcasts only O(n?) field elements in total (without the input
stage) and communicates O(n?) field elements per multiplication over the
pairwise channel. Therefore, it is much more efficient than the previously
known MPC-protocols for this model. To specify this protocol, we heavily
used the introduced modularization of player-elimination protocols.

6.2 Future Work

It might be interesting to further investigate a view of player-elimination, where
the set of potentially corrupted players does not get excluded completely from
further computation. Using this idea, one could also consider the player-elimina-
tion technique in a model with general adversary structures, where the potential
total elimination of an honest player generally cannot be tolerated.
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Appendix A

Module Index

name parallel ) ~ section | page
ComputeSharing yes 1/q 0 4.3 28
EvalMult no 0 0 5.4 46
GenRandom yes 1/q 0 5.2 38
GenTriple yes 3/(g—1) 0 5.2 43
ICDistVal no 1/(¢g—1) 0 3.2 16
ICSign no 1/(¢g—1) 0 3.3 19
Main no 3/(g—1) | 3/(¢—1) 5.5 47
MakeRobust no 1/(¢g—1) 0 44 33
Multiply yes 3/(g—1) 0 5.2 40
PreRec no 0 0 4.2 25
PreShare yes 1/q 0 4.2 22
Reconstruct no 0 0 4.3 31
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Task Description
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Eidgendssische Technische Hochschule Ziirich Zuzana Beerliova

Swiss Federal Institute of Technology Zurich Martin Hirt

Master’s Project for Micha Riser
September 15, 2004 — March 14, 2005

Efficient Multi-Party Protocols

1 Introduction

Secure multi-party computation allows a set of n players to distributively compute a function of their
inputs privately and correctly, even if some of the players are dishonest [GMW87, BGWS88, CCD88].
The dishonesty of players is modeled by a central adversary corrupting players. The maximal number ¢
of players that can be tolerated to be corrupted by the adversary depends on the strength of the adversary
and on the available communication model. In this work, we focus on the secure-channels model, i.e., all
communication channels are perfectly secure (and synchronous), and hence, the computational power of
the adversary does not need to be bounded. In this model, one can tolerate a passive adversary that reads
all internal information of up to ¢ < n/2 players, or an active adversary that takes full control over up
to t < n/3 players [BGW88, CCD88]. When broadcast channels are available, one can even tolerate an
active adversary corrupting up to ¢t < n/2 players [RB89, Bea91, CDD99].

2 Description

The goal of this work is to find efficient multi-party protocols for the secure-channels model with broad-
cast, for a reasonable complexity measure. Up to date, the most efficient protocol for this model is the
one of [CDD199] with an improvement of [Feh00], which requires Q(n4n) bits of communication over
the broadcast channels per multiplication, where n denotes the number of players and x the security
parameter. When instantiating the broadcast primitive with the most efficient cryptographically secure
broadcast protocol, this sums up to Q(n ) bits. This strongly contrasts with the protocols for the secure-
channels model (without broadcast) and with those for the cryptographic model, where only O(n?x) bits
are required [HMO1, HNO4].

The core technique used for constructing efficient protocols in the secure-channels model is “player
elimination” [HMPOO]. However, this technique is basically limited to adversaries corrupting at most
t < n/3 players and hence cannot immediately be applied to the protocol of [CDD*99], where ¢t <
n/2 is admissible. In [HNO4], the communication complexity of cryptographic protocols (also with
t < n/2) was substantially reduced by using techniques similar to player elimination. Similar ideas
might be applicable in the secure-channels model with broadcast. Another approach might be to bundle
the broadcast invocations in [CDD+99]: This would then allow to use amortization techniques in the
broadcast subprotocol [FHO4].

Another different approach towards efficient protocols might be to consider non-optimal models. Candi-
dates for non-optimality might include lower thresholds ¢ or restricted classes of circuits (e.g. NC1).
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3 Tasks

The following is an (incomplete) list of tasks:

o Study of the literature (e.g., [CDD*99, HMP00, HMO1, HN04, FH04]),
e try to combine [FHO04] with [CDD"99] and NCj-circuits,
e try to combine [HMP0O] with [CDD*99],

e develop new protocols.

The results have to be presented in a talk by the end of the project. Some instructions about the docu-
mentation can be found in the enclosed leaflet.
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